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INDEPENDENT ASSURANCE REPORT

To the management of BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”):

We have been engaged, in a reasonable assurance engagement, to report on BJCA management’s assertion that for
its Certification Authority (“CA”) operations at locations as enumerated in Appendix C, throughout the period 10
March 2023 to 9 March 2024 for its CAs as enumerated in Appendix A, BJCA has:

. disclosed its Extended Validation SSL (“EV SSL”) certificate life cycle management business practices in
its Certification Practice Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B,
including its commitment to provide EV SSL certificates in conformity with the CA/Browser Forum
Guidelines on the BJCA website, and provided such services in accordance with its disclosed practices

. maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected throughout
their lifecycles; and

° EV SSL certificate subscriber information is properly authenticated

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL
v1.7.8.

BJCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our procedures
does not extend to controls that would address those criteria.

Certification authority’s responsibilities

BJCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of

its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Extended Validation SSL v1.7.8.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:
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(1) obtaining an understanding of BJCA’s EV SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of EV SSL certificates;

(2) selectively testing transactions executed in accordance with disclosed EV SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at BJCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, BJCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 10 March 2023 to 9 March 2024, BJCA management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities - Extended Validation SSL v1.7.8.

This report does not include any representation as to the quality of BJCA’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.7.8, nor the suitability
of any of BJCA’s services for any customer's intended purpose.

Use of the WebTrust seal

BJCA’s use of the WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL Seal

constitutes a symbolic representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.
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Appendix A
The list of keys and certificates covered in the report is as follow:
Subject DN Key Type Signature Key Size Subject Key SHA1 Certificate c::itl-;\ﬁzczie Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
CSEFEDCCD88|D5EC8D7B4CBI0A882766A7F
CN = BICA Global Root CAT  |D21C648E4E3 [A79FAETESCB [AGAD2749FB5 | BJCA Global
S:CBE“NG CERTIFICATE AUTHORITY RootKey | sha256RSA 14096 bitsin7142EA7169 9D6BAE77831 [TATF3EIBFB76| Root CAL
3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
B8DOA92CC1 |6C8COFEO5B0O [20361A2CDFO
CN = BJCAEVSSLCAIT o . |DO98F5B5ES9 [7DF3EC60248 [A395C4A4BDS| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key sha256RSA 2048 bItSAB48344333C AIAEFSBO786 [A18902EAA4D | Root CAL
C=CN 5DC68EBB  3D38CB2 36792825F846
BBD76917
0A6BC3E2024
979E3DDEGF6 [0A22BC3871D|AC462F5D72B
gN;BEIJJTSGO;/EiST';;?;TE AUTHORITY Signing Key | sha256RSA 2048 bits%mAC|E9B48 1402BDDA8CDEASBAEGTDO3 | BICA Global
8980BE268DD BOEA46969F3E|]3978EA8DDB6| Root CAl
C=CN D69CD7B KODCF1 3D4C5D62149
15E690498B
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICA IV SSL CAT o _ BDD34AC2D2 [422418E28FAE[BEAOC64108C | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key sha256RSA 2048 bItSOF394C6EE1 BY255F98F9436E [7B83CD6C204| Root CAL
C=CN B526036 IAE49B 2E8FF178A3EE
8FEOCAES8
B408D6C8209
ODBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADV SSLCAT o . 10C205422C38 [8209FE368647{48C5B494459 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSA16A882C993 6EASS5482E55014C081134F36 | Root CAL
C=CN IAF231CF 1FB30 C5SBESSD74FA
34759D91
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245B753A631
, 234C1318B9C [64D1D686B88 [DD7A5A5BOD
CN = BICA TimeStamp CAT o _ |D20E7DF1337 |A70B2784E43FBE6DFECA459 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA  [R048bitsll o oo b1 0sasa BCTATCO3D71| Root cal
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
_ BAGDE37E301 |52FDCAACF3B|COFA948CF45
(CN = BICA Generic CAT o  |FFBEF4147C92/8D86CD9A172/918E48DEFBS | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 bits 0 ot o DGEARS 39604026903 | Root CAL
C=CN 709BCF D2FF4TF BC19FE4F9155
2DFF4DCY
9677ATE2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BICA Code Signing CA1 G2 .  |989CCOE6A34 [52980B5265FAICEE3C18AACA | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 4096 bitse oo o BADAFE91881 | Root CAL
C=CN 156927D  [16705 7FOACT713923
E4337EAS6
418D2B75C8B
o 033DCCDFE44/9B8D9769786 [44B3A20FCI3
CN = BICAEV Code Signing CAT G2 o  |04249018EE1C8141938D1AA [F55D7006158 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 096 bits oo AFE344BCCBCOFACT | Root CAL
C=CN 6F8959 BSF118 ABC5ESCI02A
ACF36B308
6AFF2BFC836
, BB4F167A205 |BFEFBSES57ES5|D5980F58605F
CN = BJCA TimeStamp CA1 G2 o _ |8F9AC81D1A4[1A7D53AC4B0|D80029F499B | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA K096 bitsly oo ) 1 p48 (230025078 [805610E10467|  Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
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574DF6931E2
D24AB1517F0 [F42786EB6EB878039667B720
CN = BJCA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDC1600FC2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey [sha3B4ECDSA|384bits o o oot o b EpeepD3092 | Root cAn
C=CN D4BO91T AATAAG 979FB7385648
7212882
E60147770534
»79D5CC4300 925377774599/1270FD12006
CN = BICAEVSSLCA2 o ~ 1030533996499ACA7417523D|6BBDF26223E | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits [ o ereEC B953C4B8FA| Root CAs
C=CN EFA787 30E6C2 7EA197EAF5B
F8343B25
3ATA4BD6AG2
CA1C62CFES1 [387EBE6CO015/468578DBCI1T
CN = BICAOV'SSL CA2 o _ |50616C7FEQTBIEA74BIEF4269|DC24705B276 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits || ' o 1720 has7cc1886h| Root CAs
C=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302
DF9F41114DC
6B39D730F3D [07C381DFC16 |ADC30784E40
CN = BICAIVSSL CA2 o _ 8570AA47F74 [F3CC389F4628FEF7D6EE063 | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | e o D ed AIBETAZEIDE | Reot A2
C=CN D12FOE3 112C33 5737E88FA111
8671505E
3F5CB1531CB
DE37D665C8F [BA086623588 [1223AABFB70
CN = BICADVSSLCA o _ |CAF8063B2B9 |CA2DAE7ES64(872DC43D2D | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits | L L e6am8 DECCID2623E | Roct CAn
C=CN 37A25D 67ADDAC  96B458A9F8A
7EC0265946
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AAA04877335
746FBA42408 [BECFEB8BI2CF0488832AABD
CN = BICA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bits968ADDBF84O 1887C065AD4[38BB2773DD85| Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778
>0F06D387FB
_ C388COF9798 [57ED82AF334 [129121713BAE
CN = BJCA DocSign CA3 o  |5D4883F9F99 [8C76BF136357F93A82A436F | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA ROABbits o oo oo a00r615233A3 | Rt (hs
C=CN 89D5FDO 72704 C444891CDAC
B95DSECT
FD225061F3D
, CC6510A42D4[858802F88DC |AECB3AIEAT4
CN = BJCA TimeStamp CA3 o _ lo51CC2592F4 |692BDA15D81(/9DE0AFIACSS| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2SeRSA (1096 Bitse 2= | COAASEUTEFI98AR2E | Rect ¢ o
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.9 1 March 2024
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.8 13 September 2023
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.7 10 August 2023
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.6 25 July 2022
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.9 1 March 2024
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.8 13 September 2023
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.7 10 August 2023
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.6 25 July 2022
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https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/BJCA_Global_CP.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.8.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.7.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.6.pdf
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Appendix C

Locations in-scope:

Location Function
Beijing (North), China Datacenter Facility, Administration and Support
Beijing (South), China Datacenter Facility
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BJCA MANAGEMENT’S ASSERTION

BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”) operates the Certification Authority (CA) services known
as CAs in Appendix A and provides Extended Validation SSL (“EV SSL”) CA services.

The management of BJCA is responsible for establishing and maintaining effective controls over its EV SSL. CA
operations, including its EV SSL CA business practices disclosure on its website, EV SSL key lifecycle
management controls, EV SSL certificate lifecycle management controls. These controls contain monitoring
mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with
respect to BJCA’s CA operations. Furthermore, because of changes in conditions, the effectiveness of controls
may vary over time.

BJCA management has assessed its disclosures of its EV SSL certificate life cycle management business
practices and controls over its EV SSL CA services. Based on that assessment, in BJCA management’s opinion,
in providing its EV SSL CA services at locations as enumerated in Appendix C, throughout the period 10 March
2023 to 9 March 2024, B]JCA has:

e disclosed its EV SSL certificate lifecycle management business practices in its Certification
Practice Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its
commitment to provide EV SSL certificates in conformity with the CA/Browser Forum Guidelines
on the BJCA website, and provided such services in accordance with its disclosed practices

¢ maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected
throughout their lifecycles; and

° EV SSL subscriber information is properly authenticated

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation
SSLv1.7.8.

l.-v"rfJ

P
Mr. Xueyan Lin /’P’:‘r El ,{H \

CEO of BEIJING CERTEJCATE AUTH P 0., Ltd.
1501, No. 68 North Fourth ng Ru%}yust L_l jan District, Beijing, China

i¥ 15" IJJ_".'

9 May 2024
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Appendix A

The list of keys and certificates covered in the management’s assertion is as follow:

- SHA256
Subject DN Key Type Signature Key Size | Subject Key SHA1 Cen|f|cate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints Signed by
F3896F88FE7C
C5EFEDCCD88|D5SEC8D7BACBI0AB82766A7F
CN = BICA Global Root CAT  D21C648E4E3 |A79FAETESCB |AGAD2749FB5 | BJCA Global
S:EEU'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsiy7142£A7169 [ODEBAE77831 [TA7F3E98FBT6| Root CAL
3E59801 003216A  [9CTFA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSLCAT o _ ID098F5B5ES9 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (2048 bltsAB48344333C AGAEF5B0786 A18902EAAZD | Root CAL
C=CN SDC68EBB  [3D38CB2  [36792825F846
BBD76917
0A6BC3E2024
979E3DDEGF6 0A22BC3871D ACA62F5D728B
gN;BElJJ?r\AJGOgESRSTLchch/lTE AUTHORITY Signing Key | sha256RSA 2048 bitd 0| D\ 9B48 |1402BDDSCDEA3BAESTDOS | BCA Global
8980BE268DD BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  MODCF1 3D4C5D62149
15E690498B
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICAIVSSL CAT o _ |BDD34AC2D2 [422418E28FAE[BEAOC64108C | BJCA Global
O = BELING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 12048 bitsl - ) 6ee1Bol255FO8FO436E [1B83CD6C204|  Root CAL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
B408D6C8209
0DBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT o _ |0C205422C38 [8209FE368647148C5B494459 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2SERSA 2048 bits oo o 5548265504081 134736 | Root AL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91
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DA5B753A631
. 234C1318BIC 64D1D686B88 [DD7ASA5B0D
CN = BICA TimeStamp CA1 _ ID20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA [204Bbitle o oo Lo 0ABA BCTATCO3D71| Root AL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
_ BA6DE37E301 |52FDCAACF3B|COFA948CF45
CN = BJCA Generic CAI o  [FFBEF4147C92/8D86CDIA172/018E48DEFBS | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 blts436694D4ED2 0A929D6EAFS [396C4026903 | Root CAL
C=CN 709BCF D2FFATF BC19FE4F9155
DDFF4DC9
9677ATE2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BJCA Code Signing CAT G2 o  |089CCOE6A34 [52980B5265F4{CEE3C18A4C4 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 bitse oo 7oA [5aDAFE91881 | Roct CAL
C=CN 156927D  [16705 7FOAC713923
E4337EA56
418D2B75C8B
o 033DCCDFE44[9B8D9769786 44B3A20FC93
CN = BICA BV Code Signing CAT G2 o  104249018EE1C[8141938D1AA [F55D7006158 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | Sha256RSA {096 bits o o AFE3ABCCACOFIACT | Root CAL
C=CN 6F8959 B5F118 ASCSESC902A
ACF36B308
64FF2BFC836
, BB4F167A205 |BFEFBSES57E5|D5980F58605F
CN = BJCA TimeStamp CA1 G2 o _ [8F9AC81D1A4[1A7D53AC4B0|D80029F4998B | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA {096 bits ) b o 7B B0S610E10467]  Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
574DF6931E2
D24AB1517F0 [F42786EB6EBS(78039667B720
CN = BICA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDC1600FC2 | BICA Global
O = BEUING CERTIFICATE AUTHORITY RootKey |sha384ECDSA|384bits | o) o3k cag [BRAGGAL5300 [7EBE6DD3092| Root CA2
C=CN D4B091 AATAAG 979FB7385648
7212882
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E60147770534
279D5CC4300(925377774599[1270FD12006
CN = BICAEVSSLCA2 o _ 030533996499|ACA7417523D|6BBDF26223E | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits |, o b et b053CADBEFA| Root CA2
C=CN EFA787 30E6C2 7EA197EAF5B
F8343B25
3ATA4BD6AG2
CA1C62CFE81 [387EBE6C0O0151468578DBCY1
CN = BICAQOV'SSL CA2 o _ |50616C7FE01BEA74BIEF4269DC24705B276 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits [ 1 oo coceee e aa37CC18868 | Root CA2
C=CN O2E3E8 71D61 EF1FF3F6EDOF
6326302
2F9F41114DC
6B39D730F3D [07C381DFC16 |ADC30784E40
gN::BEIJJTI\’?GIVCISESRI:I'ﬁ:IACzATE AUTHORITY Signing Key |sha256ECDSA | 256 bits B570AA4TF74 [F3CC38IFA628FEF7DGEE063 | BICA Global
6D8699BF378 [302E64BADC4 |A9BE7A363DE| Root CA2
C=CN 212FOE3 112C33 5737E88FAT11
8671505E
3F5CB1531CB
DE37D665CSF [BA0S66235B8 [1223AABFB70
CN = BICADVSSLCAZ o _ |CAF8063B2B9 [CA2DAE7E564(872DC43D2D | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits | ol 188 DECCID2823E|  Root CA2
C=CN 37A25D 67ADDAC  [96B458A9F8A
7EC0265946
AAA04877335
746FBA42408 [3ECFEBSBI2CF0488832AABD
CN = BJCA Global Root CA3 008EASD266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bits968ADDBF84O 1887C065AD4[8BB2773DD85| Root CA3
C=CN 583D2DF 6BE798 1AB3C4F6F1D
2FOF3777B
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DOFO6D387FB
_ C388COF9798 |57ED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o _ |5D4883FIF99 [8C76BF136357F93A82A436F | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (2048 b|tsC5CES41 371A 5DE45F32E928D9E615233A3 | Root CA3
C=CN 89D5FDO 72704 C444891CDAC
BI5DSECT
FD225061F3D
. CC6510A42D4/858802F88DC AECB3AIEATA
CN = BJCA TimeStamp CA3 o  |051CC2592F4 |692BDA15D81|/9D60AFIACSS| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (096 Bitsy o= | o s0aAs6lTEF398AR2E | Rt Chs
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.9 1 March 2024
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.8 13 September 2023
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.7 10 August 2023
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.6 25 July 2022
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.9 1 March 2024
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.8 13 September 2023
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.7 10 August 2023
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.6 25 July 2022
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https://www.bjca.cn/u4d/%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%EF%BC%88CPS%EF%BC%89/files/BJCA_Global_CPS.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.8.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.7.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.6.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/BJCA_Global_CP.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.8.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.7.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.6.pdf
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Appendix C

Locations in-scope:

Location

Function

Beijing (North), China

Datacenter Facility, Administration and Support

Beijing (South), China

Datacenter Facility
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Anthony KAM

& associates Itd

certified public accountants
2 & mTAERAE

2105 Wing On Ctr, 111 Connaught Rd, HK +852 2246 6888 info@akamcpa.com

MIUEIERS

(CGER : APXRERESE - EXBESREXRS - )
B AEREFANERDABRATEENE

HNBESET - WHEER A FIAIEREEINERODBREAS (LUFER “BICA" )T 2023 &£F3 B 10 HZ
2024 £ 3 B 9 HEAE T MR c FrAlt iz EM SR FINE(“CA”) RS EEEMEINERNT 7 S BRI IR
% - RIEEEMZEIAE - BICAD :

o TEMIEER B FIZAPAEARZREBFIANEWSHN (cPS ) FIAEARIEREEEE (CP) PIKE T EV
SSL IEPBEmBE RN SHN - EFEFIEEE CA/Browser ICIZMHERIES 1R EV SSL IEHARS
FREHRER N SANREERKRS

o BUBARIEHEINE - DUREIITSEFRIE :
B RIFFEENZAM EVSSLIEBEEMB R PH Y . UK
T BICA FRB TR AR EIA UL F eV SSL IFBERIEEMER

o BIUANEHEIMNG - DURHLINSEMRIL
o X CA ZRSMEENZEMYIBILDMRT ZNBW DA ;
o RIFBHAMLBEERRIFESM ; UK
o CARGRITA - HFMBRIESREIARVRNANIT - IR CA RFRITE

U5 & WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL v1.7.8 -
BICA RIEEEME - MARMIERHEERS - Bl - HIWFIHHEFARLEBEBRIVENBRES -
BJCA BYZR(E

BICA NEEEATMERERREINE  BREEKRENEZMWE LU RIAE P #EMAY BICA PRIRHIRSEBFS

WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.7.8 FI¥IZE -

$1H H8H


https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtev-178final.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtev-178final.pdf

Anthony KAM

& associates Itd

certified public accountants
2 & mTAERAE

2105 Wing On Ctr, 111 Connaught Rd, HK +852 2246 6888 info@akamcpa.com

BT M A I 14 A R S

HENRFBHRUIMHETEREEZRSHNS T ARKBNIRW S IMEEAEN ( Code of Ethics for Professional
Accountants ) FIERBREK - mENZEUEILEE - M - TWEENHMEE - REMBRWATANERRNZ
I - NN A TBREEMNEZEKANEEZET] 1 (International Standard on Quality Control 1) - FiBIL 4P EA
REREHER  BEFEERER  BWAMEMERZEENERNXH ENEENERF -

HitMRYSRIE

BNWIRRZ2ENTELETFREM X BICA WEEBRINEARLEIL - HINREEFRFIUTSEIDENESS
RIMHEPREIE WS ENSE 3000 ST LW ER Fif 2L EFESIE IS MERIT 7 EIETAF - It
MESKFANH R AN THENNFHEFLEKNFAAEASEMANEERAENSERIL - 681 :

(1) THEBICAEVSSLIEPAEMEHER - BFE EVSSLIER AN - EMABH ;
(2) HEEMKXWSBRIEZEEST 7PIRER EVSSLIERAmnFHHER ;

(3)  MXAMAEZEBENMTHBERYE ; UK

(4) HTEMEINIAADENSIERER -

FOME - FMFBNIHEZER 7 - B3N - ARKRESILAICRME 7 &2 -

EHpERE

BICA FINBMERINAMHNER M - REX P RARKE T RS XTGP ERm - BUR T2 B8
HEFRUAEMEETESTNAPMEREBTNER - A RB X AF KRB 77 P STZESIe A e
TS TE -

& 5 PR

T NEMEG R R AS AR - BICA RE LM ERMBENTRES KRR - AId « ZHTJEERARIIR - &
FMIEHEIR « B - WRAHERHORENSD - ERNIMEIFIESMERNEK - 5 - KM TETEES
FMATEREENRKNENSENE -

&ie

FHATIA - BICA T 2023 F 3 510 HE 2024 £ 3 B 9 HBMWEBE FAERZNEEBRAEEMBERSE TS
‘& WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL v1.7.8 °

KIREH A BIEED WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL
v1.7.8 LIS RE IR AEFSR - i XERIEF X BICA RSB S EMFSHR -

XJ Webtrust iR A4 {E

£ BJCA ML _EAY WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL BB FIAIEAR
REABRENBN—MFT SRR EFALZA T ANFANEN R IRSEWEH L EAH—THRIE -

$2H H8H


https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtev-178final.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtev-178final.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtev-178final.pdf
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Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China
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AKAM

2105 Wing On Ctr, 111 Connaught Rd, HK

FifER A

Anthony KAM
& associates Itd

certified public accountants

B = o 2 T A PR F

+852 2246 6888

RANEREANEENBRSIERSIEWT:

info@akamcpa.com

. SHA256
Subject DN Key Type Signature Key Size | Subject Key SHAL Certlfncate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
C5EFEDCCD88|D5EC8D7B4CBI0A882766A7F
CN = BJCA Global Root CAT D21C648EAE3 |A79FAE7ESCB |AGAD2749FB5 | BJCA Global
o_: BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 bits|71 4267169 I9DGBAE77831 [PATF3ESBFET6| Root CAL
c=CN 3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 [6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSLCAIT o _ |DO98F5B5ES9 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bits|\ o oo 200 | sarcenn7as IA18902EAALD foot CAL
C=CN 5DC68EBB  [3D38CB2 36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 |0A22BC3871D |AC462F5D72B
gszBEIJJICIjGOXEiSTIIchA;TE AUTHORITY Signing Key | sha256RSA [2048 bits 0| DACFIB48 1402BDDABCDE436AEETDOS | BICA Global
8980BE268DD [BOEA46969F3E[3978EABDDB6| Root CA1
C=CN D69CD7B  4ODCF1 3D4C5D62149
15E69049B
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICAIVSSL CAT o . |BDD34AC2D2 [422418E28FAE[BEAOC64108C | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA [2048 bits|) -0 ool concoaast booacpecaoa foot CAL
C=CN B526036 AE49B DESFF178A3EE
BFEOCAES
B408D6C8209
ODBC8F111BA [70B2B43140A (7121694B9B65
CN = BJCADVSSLCAT o _ 10C205422C38 [8209FE368647/48C5B494459 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsA16A882C993 6E455482E5591C081134F36 | Root CAL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91
$F48 #9858




AKAM

2105 Wing On Ctr, 111 Connaught Rd, HK

Anthony KAM
& associates Itd

certified public accountants

B = o 2 T A PR F

+852 2246 6888

info@akamcpa.com

D45B753A631
, 234C1318B9C [64D1D686B88 [DD7A5A5BOD
CN = BICA TimeStamp CAT o _ |D20E7DF1337 |A70B2784E43FBE6DFECA459 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA  [R048bitsll o oo b1 0sasa BCTATCO3D71| Root cal
C=CN 4B1F2BE 053C2A CBAO4ED7BC8
1D3986303F
19DOFE660DB
_ BA6DE37E301 [52FDCAACF3B|COFA948CF45
CN = BJCA Generic CAT o  |FFBEF4147C92/8D86CDIA172/018E48DEFBS | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 bits 0 ot o DGEARS 39604026903 | Root CAL
C=CN 709BCF D2FF41F BC19FE4F9155
>DFF4DC9
9677A7E2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BICA Code Signing CA1 G2 o  |089CCOE6A34 [52980B5265F4{CEE3C18A4C4 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 4096 bitse oo o BADAFE91881 | Root CAL
C=CN 156927D  [16705 7FOAC713923
E4337EAS6
418D2B75C8B
o 033DCCDFE449B8D9I769786 44B3A20FCI3
CN = BICAEV Code Signing CAT G2 o  104249018EE1C[8141938D1AA|F55D7006158 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 096 bits oo AFE344BCCBCOFACT | Root CAL
C=CN 6F8959 BSF118 ABC5E8CI02A
ACF36B308
64FF2BFC836
, BBAF167A205 |BFEFBSES57E5|D5980F58605F
CN = BICA TimeStamp CAT G2 o _ BF9AC81D1A4[1A7D53AC4B0|D80029F499B | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA K096 bitsly oo ) 1 p48 (230025078 [805610E10467|  Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
%55 #98
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2105 Wing On Ctr, 111 Connaught Rd, HK

Anthony KAM
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certified public accountants

B = o 2 T A PR F

+852 2246 6888

info@akamcpa.com

574DF6931E2
D24AB1517F0 [F42786EB6EB878039667B720
CN = BJCA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDC1600FC2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey [sha3B4ECDSA|384bits o o oot o b EpeepD3092 | Root cAn
C=CN D4BO91T AATAAG 979FB7385648
7212882
E60147770534
»79D5CC4300 925377774599/1270FD12006
CN = BICAEVSSLCA2 o ~ 1030533996499ACA7417523D|6BBDF26223E | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits [ o ereEC B953C4B8FA| Root CAs
C=CN EFA787 30E6C2 7EA197EAF5B
F8343B25
3ATA4BD6AG2
CA1C62CFES1 [387EBE6CO015/468578DBCI1T
CN = BICAOV'SSL CA2 o _ |50616C7FEQTBIEA74BIEF4269|DC24705B276 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits || ' o 1720 has7cc1886h| Root CAs
C=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302
DF9F41114DC
6B39D730F3D [07C381DFC16 |ADC30784E40
CN = BICAIVSSL CA2 o _ 8570AA47F74 [F3CC389F4628FEF7D6EE063 | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | e o D ed AIBETAZEIDE | Reot A2
C=CN D12FOE3 112C33 5737E88FA111
8671505E
3F5CB1531CB
DE37D665C8F [BA086623588 [1223AABFB70
CN = BICADVSSLCA o _ |CAF8063B2B9 |CA2DAE7ES64(872DC43D2D | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits | L L e6am8 DECCID2623E | Roct CAn
C=CN 37A25D 67ADDAC  96B458A9F8A
7EC0265946
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2105 Wing On Ctr, 111 Connaught Rd, HK

Anthony KAM
& associates Itd
certified public accountants

B = o 2 T A PR F

+852 2246 6888 info@akamcpa.com

AAA04877335
746FBA42408 [BECFEB8BI2CF0488832AABD
CN = BICA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bits968ADDBF84O 1887C065AD4[38BB2773DD85| Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778
>0F06D387FB
_ C388COF9798 [57ED82AF334 [129121713BAE
CN = BJCA DocSign CA3 o  |5D4883F9F99 [8C76BF136357F93A82A436F | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA ROABbits o oo oo a00r615233A3 | Rt (hs
C=CN 89D5FDO 72704 C444891CDAC
B95DSECT
FD225061F3D
, CC6510A42D4[858802F88DC |AECB3AIEAT4
CN = BJCA TimeStamp CA3 o _ lo51CC2592F4 |692BDA15D81(/9DE0AFIACSS| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2SeRSA (1096 Bitse 2= | COAASEUTEFI98AR2E | Rect ¢ o
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
%75 #9818




Anthony KAM

& associates Itd

certified public accountants
2 &M TAERAE

2105 Wing On Ctr, 111 Connaught Rd, HK +852 2246 6888 info@akamcpa.com

FifF= B
SEENE A ZCP/CPShRA:
BR R 7 K HE
IEREFAINERDBIRA S EIKIAEF R B FIAIE W S AN 1.0.9 2024%F3H1H
RN BIRA S EIKIAUEF 8B FIAE W S AN 1.0.8 2023F9H13H
IERHEFIMNER DB R QB EIKAUEF R B F AR SN 1.0.7 2023%F8H10H
ERHEFIMNER DB R QB EIKAUEF R B F AR SN 1.0.6 2022%F7H25H
ERHEANERNBIR AT ZEIAEE RIE B RS 1.09 2024%3H1H
IERHEANERNBIR AT ZEIAEE RIE B RS 1.0.8 2023%F9H13H
EREFNERNBR AT ZIINEERIE B RS 1.0.7 2023%8H10H
ERHEANERNBIRAT ZEIAEE RIE B RS 1.0.6 2022%F7H25H
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https://www.bjca.cn/u4d/%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%EF%BC%88CPS%EF%BC%89/files/BJCA_Global_CPS.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.8.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.7.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.6.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/BJCA_Global_CP.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.8.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.7.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.6.pdf
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BJCA B FIANERSZHEEM BINERS
(APXRERFSE - EXFESHRERSE )

EREANERNDARAT (LUNER " BICA" ) mEBFINERSHAE (LURER "CA" ) - =BT
sBIUIUE SSL(BUREFR "EV SSL” )EBFIAIEARSS - MR A 3z 7 RSP 8B RIER A P RIS -

BICA RUEBIEFEMTIEN EV SSL CA IRSEIIF4FBMAVIES) - 855 : EV SSL CA WSEHNIKEE - EV
SSLCA ZiAEmn B HIEIEM EVSSLCA IEREmBHAER - XLEZH SFE R ZEN SR AU IESIRBIRIERE
PITRENAY U FE B -

ERZEFIEHEEEBRS - B ARNKRLKAE A BEG o sEd - FLL - BlMEA MRV ZESIN N EEX
BICA TEMSBFINERFBEESERILE - U5 - ATIERIMIENEL - EHRBE R OISR B AL

Tk -

BJCA EEECXPIIRHEMEFINERSAIWSHNIKER EV SSL CA IRSFZEHNETIE - BT UL -
BJICA EXEEINA - £ 2023 &£ 3 H 10 HE 2024 & 3 B 9 H#t BJCA MR C PRI RIE L EV SSL
CA BR=5H3i8) - BJCA B :

o  HEMHER B IEMIEREFANERDBRATIANEAFZEFINEWSMN (CPS ) MEREF
IWERMABRASTIAE R RIERERES (CP ) hiKE 7 EV SSLIEREmBEW SN - B %
5818 CA/Browser IEIZRIMARIESIHRH EV SSLIEFARSS - AKIEKER W SN R HAER

iE5

o BEAIEFINE - DURHLIT SIBRIE
B RIPFAEERZEHEMITF BV SSLIEREEMB P PHTEN ; DK
T BJCA FRIATRUEMMRIEIG S MEE EV SSLIEBBIFENER ;

PATF & WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.7.8 °

FEARIRE &

zuzaﬂaﬁﬁﬁi ‘ :

FIEHTE


https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtev-178final.pdf

@ @

MifFaR A

RANEREASEOBASIERIIZEDT -

- SHA256
Subject DN Key Type Signature Key Size | Subject Key SHA1 Cen|f|cate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints Signed by
F3896F88FE7C
C5EFEDCCD88|D5SEC8D7BACBI0AB82766A7F
CN = BICA Global Root CAT  D21C648E4E3 |A79FAETESCB |AGAD2749FB5 | BJCA Global
S:EEIU'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsiy7142£A7169 [ODEBAE77831 [TA7F3E98FBT6| Root CAL
3E59801 003216A  [9CTFA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSLCAT o _ ID098F5B5E59 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsAB48344333C AGAEF5B0786 A18902EAAZD | Root CAL
C=CN SDC68EBB  [3D38CB2  [36792825F846
BBD76917
0A6BC3E2024
979E3DDEGF6 0A22BC3871D ACA62F5D728B
gN;BElJJTr\AJGOXEiSTLchch/lTE AUTHORITY Signing Key | sha2S6RSA 2048 bitsl 2 D' 2048 [1402BDDABCDEAEAEETDO3 | BICA Global
8980BE268DD BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  MODCF1 3D4C5D62149
15E69049B
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICAIVSSL CAT o _ |BDD34AC2D2 [422418E28FAE[BEAOC64108C | BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsOIE394C6EE1 BO255F98F9436E [7BB3CD6C204| Root CAL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
B408D6C8209
0DBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT o _ |0C205422C38 [8209FE368647148C5B494459 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2SERSA 048 bits) oo o 4554826550408 1134736 | Root AL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91

E2EHTE



@ ©ENE

DA5B753A631
. 234C1318BIC 64D1D686B88 [DD7ASA5B0D
CN = BICA TimeStamp CA1 _ ID20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA [204Bbitle o oo Lo 0ABA BCTATCO3D71| Root AL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
_ BA6DE37E301 |52FDCAACF3B|COFA948CF45
CN = BJCA Generic CAI o  [FFBEF4147C92/8D86CDIA172/018E48DEFBS | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 blts436694D4ED2 0A929D6EAFS [396C4026903 | Root CAL
C=CN 709BCF D2FFATF BC19FE4F9155
DDFF4DC9
9677ATE2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BJCA Code Signing CAT G2 o  |089CCOE6A34 [52980B5265F4{CEE3C18A4C4 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 bitse oo 7oA [5aDAFE91881 | Roct CAL
C=CN 156927D  [16705 7FOAC713923
E4337EA56
418D2B75C8B
o 033DCCDFE44[9B8D9769786 44B3A20FC93
CN = BICA BV Code Signing CAT G2 o  104249018EE1C[8141938D1AA [F55D7006158 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | Sha256RSA {096 bits o o AFE3ABCCACOFIACT | Root CAL
C=CN 6F8959 B5F118 ASCSESC902A
ACF36B308
64FF2BFC836
, BB4F167A205 |BFEFBSES57E5|D5980F58605F
CN = BJCA TimeStamp CA1 G2 o _ [8F9AC81D1A4[1A7D53AC4B0|D80029F4998B | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA {096 bits ) b o 7B B0S610E10467]  Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
574DF6931E2
D24AB1517F0 [F42786EB6EBS(78039667B720
CN = BICA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDC1600FC2 | BICA Global
O = BEUING CERTIFICATE AUTHORITY RootKey |sha384ECDSA|384bits | o) o3k cag [BRAGGAL5300 [7EBE6DD3092| Root CA2
C=CN D4B091 AATAAG 979FB7385648
7212882
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@ ©ENE

E60147770534
279D5CC4300(925377774599[1270FD12006
CN = BICAEVSSLCA2 o _ 030533996499|ACA7417523D|6BBDF26223E | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits |, o b et b053CADBEFA| Root CA2
C=CN EFA787 30E6C2 7EA197EAF5B
F8343B25
3ATA4BD6AG2
CA1C62CFE81 [387EBE6C0O0151468578DBCY1
CN = BICAQOV'SSL CA2 o _ |50616C7FE01BEA74BIEF4269DC24705B276 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits [ 1 oo coceee e aa37CC18868 | Root CA2
C=CN O2E3E8 71D61 EF1FF3F6EDOF
6326302
2F9F41114DC
6B39D730F3D [07C381DFC16 |ADC30784E40
gN::BEIJJTI\’?GIVCISESRI:I'ﬁ:IACzATE AUTHORITY Signing Key |sha256ECDSA | 256 bits B570AA4TF74 [F3CC38IFA628FEF7DGEE063 | BICA Global
6D8699BF378 [302E64BADC4 |A9BE7A363DE| Root CA2
C=CN 212FOE3 112C33 5737E88FAT11
8671505E
3F5CB1531CB
DE37D665CSF [BA0S66235B8 [1223AABFB70
CN = BICADVSSLCAZ o _ |CAF8063B2B9 [CA2DAE7E564(872DC43D2D | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits | ol 188 DECCID2823E|  Root CA2
C=CN 37A25D 67ADDAC  [96B458A9F8A
7EC0265946
AAA04877335
746FBA42408 [3ECFEBSBI2CF0488832AABD
CN = BJCA Global Root CA3 008EASD266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bits968ADDBF84O 1887C065AD4[8BB2773DD85| Root CA3
C=CN 583D2DF 6BE798 1AB3C4F6F1D
2FOF3777B
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DOFO6D387FB
_ C388COF9798 |57ED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o _ |5D4883FIF99 [8C76BF136357F93A82A436F | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (2048 b|tsC5CES41 371A 5DE45F32E928D9E615233A3 | Root CA3
C=CN 89D5FDO 72704 C444891CDAC
BI5DSECT
FD225061F3D
. CC6510A42D4/858802F88DC AECB3AIEATA
CN = BJCA TimeStamp CA3 o  |051CC2592F4 |692BDA15D81|/9D60AFIACSS| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (096 Bitsy o= | o s0aAs6lTEF398AR2E | Rt Chs
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
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MifF= B

&5 FSEENRYER FIAUEM S ( CPS ) AMIEHER ( CP) A

BR g7 El=E
IEREFAINERDBIRA S EIKIAIEF 8B FIAIE W S AN 1.09 2024F3H1H
IEREFAINERDBIRA S EIKIAEF 8B FIAE W S AN 1.0.8 2023F9H13H
IERHEFIMNER DB R QB EIKIAUEE R B FIAIE W SN 1.0.7 2023%F8H10H
IERHEFIMNER DB R QB EIKIAUEE R B FIAIE W SN 1.0.6 2022%F7H25H
ERHEANERNBIRAT ZEIAEE RIE B RS 1.09 2024%3H1H
ERHEANERNBIRAT ZEIAEE R B RS 1.0.8 2023%F9H13H
ERHEANER N BRAT ZIKIAE S R B RES 1.0.7 2023F8H10H
ERHEANERNBIRAT ZEIAEE RIE B RS 1.0.6 2022%F7H25H
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https://www.bjca.cn/u4d/%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%EF%BC%88CPS%EF%BC%89/files/BJCA_Global_CPS.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.8.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.7.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.6.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/BJCA_Global_CP.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.8.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.7.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.6.pdf
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