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INDEPENDENT ASSURANCE REPORT

To the management of BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”):

We have been engaged, in a reasonable assurance engagement, to report on BJCA management’s assertion that for
its Certification Authority (CA) operations at Beijing, China, throughout the period 10 March 2020 to 9 March 2021
for its CAs as enumerated in Appendix A, BJCA has:

. disclosed its business, key lifecycle management, certificate lifecycle management, and CA

environmental control practices in its Certification Practice Statement (CPS) and Certificate Policy (CP)
as enumerated in Appendix B

. maintained effective controls to provide reasonable assurance that:

° BJCA’s Certification Practice Statement is consistent with its Certificate Policy
° BJCA provides its services in accordance with its Certificate Policy and Certification Practice
Statement
. maintained effective controls to provide reasonable assurance that:
° the integrity of keys and certificates it manages is established and protected throughout their
lifecycles;

° the integrity of subscriber keys and certificates it manages is established and protected throughout
their lifecycles; and

° subscriber information is properly authenticated

. maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.

BJCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our procedures
does not extend to controls that would address those criteria.

Certification authority’s responsibilities

BJCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
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principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of BJCA’s key and certificate lifecycle management business practices and its
controls over key and certificate integrity, over the authenticity and confidentiality of subscriber and relying
party information, over the continuity of key and certificate lifecycle management operations and over
development, maintenance and operation of systems integrity;

(2) selectively testing transactions executed in accordance with disclosed key and certificate lifecycle
management business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at BJCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, BJCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 10 March 2020 to 9 March 2021, BJCA management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities v2.2.

This report does not include any representation as to the quality of BJCA’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities v2.2, nor the suitability of any of BJCA’s services for
any customer's intended purpose.

Use of the WebTrust seal

BJCA’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic representation of the contents
of this report and it is not intended, nor should it be construed, to update this report or provide any additional
assurance.
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Appendix A
The list of keys and certificates covered in the report is asfollow:
Subject DN Key Type Signature Key Size | Subject Key SHAL Certificate C::;izcs;ste Certificate
Algorithm Identifier Thumbprints Thumbprints Signed by
F3896F88FE7C
CSEFEDCCD88|D5SEC8D7B4CB|0ASS2766ATF
CN = BICA Global Root CAT  [D21C648E4E3 |A79FAETESCB |AGAD2749FBS | BICA Global
S:CB;”'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsiy7142EA7169 (OD6BAET7831 [TA7F3E98FBT6| Root CAL
3E£59801 003216A 9C1FA7B09C2
CA4D5AE
115A2A45DB5
B8DOA92CC1 [6C8COFEO5BO [20361A2CDFO
CN = BICAEV SSL CAT o _ |D098F5B5E59 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha256RSA (2048bits o/ oo ooo |y 0y cceo oee nr8000EAALD oot CAL
C=CN SDC6SEBB  [3D38CB2 36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 [0A22BC3871D |AC462F5D72B
(C)szlelecl\’TGogEi?;FCICA;TE AUTHORITY Signing Key | sha256RSA [2048 it 0 | DACFIB48 1402BDDABCDEAIGAEETDO3 | BICA Global
8980BE268DD [BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  M4ODCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BJCA IV SSL CAT o _ |BDD34AC2D2 422418E28FAE[BEAOC64108C | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha256RSA [2048bits o ool oo a2 e E [7BB3CDEC204 foot CAL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
B408D6C8209
ODBC8F111BA[70B2B43140A [7121694B9B65
CN = BJCA DVSSLCAT o _ 0c205422C38 8209FE368647/48C5B494459 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsA16A882C993 6E455482E559/4C081134F36 | Root CAL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91
B6352ACCT1E
o 42B1C3B38CC B4C6AOSEOF6 [CCCFE449023
CN = BJCAEV Code Signing CAT o A _ |8881366A44A 146876C6E567 [D8BC3C03808 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 048t 0 o ol o o D DbDET8829CB7 | Root CAL
C=CN BB35B0D D4A4411 C33DD5017FE
95852AECA
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47D98649B0A
o OCAAEE56B17 |CCCA06B5CBC|BE9F8C8596BE
CN = BJCA Code Signing CAT _ IC40E52715104/C3ECC73ACA5|BDIS5AF33163 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA  [R048bitsl 0 o e b A oF0 00S0GETS6CTS| Root CAL
C=CN ESEDTD 187739A 63E39C95AES
3BD70D5
245B753A631
. 234C1318B9C |64D1D686B88 |[DD7A5A5B0D
CN = BICA TimeStamp CAT o _ |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BJCA Global
O = BELING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA  [2048bitsle o oo 1t 0snBa BCTATCO3D71| Root CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
. BAGDE37E301 [5S2FDCAACF3B|COFA948CF45
CN = BICA Generic CAT o _ [FFBEF4147C92/8D86CD9A172(018E48DEFBS | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA (2048 bits) ol ODBEAFS 139604026903 | Reot CAL
C=CN 709BCF D2FF41F BC19FE4F9155
2DFF4DCY
574DF6931E2
D24AB1517FO0 [F42786EB6EB8[78039667B720
CN = BICA Global Root CA2 _ |6FOD1821F4E66D88316702F |AFDC1600FC2 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Root Key  |sha384ECDSA 38abits | o oo T 25300 7866003092 | Reot CAS
C=CN D4B091 AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 925377774599|1270FD12006
gszBEIJJTI\’T(‘f\(/ZES:;_IEIgiTE AUTHORITY Signing Key |sha256ECDSA | 256 bits 030533996499ACA7417523D 6BBDF26223E | BICA Global
7CFDE6F7A96 [B15ESASESEC [6953C4DBSFA| Root CA2
C=CN EFA787 30E6C2 7EAT97EAF5B
F8343B25
3ATA4BD6AG2
CA1C62CFES1 387EBE6C0015/468578DBCI1
CN = BICAOVSSLCA2 o _ [50616C7FE01BEA74BIEF4269DC24705B276 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 45C210BEB3B UCOEBB617E9 IAB37CC18B6B| Root CA2
c=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302

Page5/9




AKAM

2105 Wing On Ctr, 111 Connaught Rd, HK

Anthony KAM
& associates Itd

certified public accountants

B = o 2 T A PR F

+852 2246 6888

info@akamcpa.com

2F9F41114DC
6B39D730F3D [07C381DFC16 |ADC30784E40
CN = BICAIVSSLCA2 o _ [8570AA47F74 [F3CC389F4628FEF7DGEE063 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits | oo L DA ASBETASEIDE | Root CAs
C=CN 212FOE3 112C33 5737E88FAT11
8671505E
3F5CB1531CB
DE37D665C8F [BA0866235B8 [1223AABFB70
CN = BICADVSSLCA2 o _ [CAF8063B2B9 [CA2DAE7E564(872DC43D2D | BJCA Global
O = BELING CERTIFICATE AUTHORITY Signing Key [sha2S6ECDSA | 256 bits 1, ool o8 DECC3D2823E | Root CAs
C=CN 37A25D 67ADDAC  |96BA58A9FSA
7EC0265946
E97960ATA17
o EFB3DD847B2 [6AEF68099484/40CAD61DOE
CN = BICAEV Code Signing CA2 o _ |69B4439CF60 |1CAF84F1C89 D6ASBDBE4EY| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits B3AB2B79378 [FBCDE33BD35M6D11E6EBDB | Root CA2
C=CN F7B5836 FFEGEC 093D668ABIB
BOO4F78BB3
FC6C124D84F
o 1BOA1719C7D [C19E2F1F9154(7EDFFOOFOEEF
gNz=BEBlchlzr\TGCg(Ej:TﬁEEXEECAAUZTHORHY Signing Key |sha256ECDSA | 256 bits OACE62343BB 5CF2FOFFBIIY GFESAES32114) BICA Global
49E4BA377CA [EDD7BE5460B |A74D131E075 | Root CA2
C=CN 63916FB A031B 932A6FFO3D6
E575AAB
353D175D25D
_ F61EF80F24B8 |A85F45588C2 [53E850FF3362
CN = BICA TimeStamp CA2 o _ |[785FD2D39FA [B58D7F6F44C [71E1A7CODCO| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits > 78AGD5803A PAGOTS0ASCA [72AFSE00925 Root CA2
C=CN 62ECS3 5195889 CAB6BIBC39E
OFABAE09
BACDCF2F4A1
. E3E3802981D [B5039623282F|141CFE604F7
CN = BICA Generic CA2 o _ [2E3E845B7F7 [SFCA39D83D5|D50627C96F8 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key [sha2S6ECDSA | 256 bits [ o0 b BB B2AABISCID3| Root Ao
C=CN BAE203E SAEEAB B7A4ABB2461
5DB157D17
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AAA04877335
746FBA42408 |3ECFEB8BI2CF0488832AABD
CN = BJCA Global Root CA3 00SEA5D266E [DCC7F3502E1 |AG954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bit5968ADDBF84O 1887C065AD4|8BB2773DD85|  Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
2FIF3777B
20F06D387FB
. C388COF9798 |57ED82AF334 [129121713B4E
CN = BICA DocSign CA3 o _ |5D4883F9F99 8C76BF136357|F93A82A436F | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (2048 bits (' oo albor615233A3 | Reot cas
C=CN 89D5FDO 72704 C444891CDAC
B95D5ECT
AA486528A63
6FA0AC08D2D |5860EE6465E8|D0017D2C707
CN = BJCA Global Root CA4 ,  |FSFBAF614A0 [FD28DD37245(7B567FC2875 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY RootKey |SM3WIthSM2 256 Bits| oo oo r 7007 [3488266783C | Rect can
C=CN 890238E7  |CDIF64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [EEF2D3D6D55 [DDAFEODS2D6
CN = BJCAEVSSLCA4 o , _ ICO2F77F7E48B03BE2248BC7 [38CFDAF7FBO | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 8its| o o oo oo 05 bD9BCFOEFE | Rock cad
c=CN 02E866 C547272 7374FC2D239
COEDC60FD
B66617BEASB
2B72EBA676D [786B502AAE7 [9EDAD202B0OC
gN;BElJJlCl\/TGS f:LEETA;mATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits CEIBACGEDEA FEBSEEOGAES306585F2F6BF6) BICA Global
669149C421C FCOBED3686C |CA49420253B | Root CA4
C=CN 94C5A26  [808FES DAEASO0DOAT72
06AA53A1
740C7A3532D
o 563EA4BIA41 [8BCT04AA6TE 3DCB68DI250
CN = BICAEV Code Signing CA4 o , _ 6675F348FC13/C71D2305404 [4F9A2F22FF22| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits CC16DECASFE 9987CTF60BFO[F0356B43CA4 | Root CA4
C=CN F15B80 7C2F3F 0C3BD17B7F7
2CBA4ADOC
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3E9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , _ 14B1D1C9813E 01B111D2081 |6473COF69554 BICA Global
O = BEWING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| o rccooo| o 1804320 CCBI9FA88ERS| Rut Can
C=CN 63CFE6 888F68A 9995A91797F8
4AE6BA
A7AF1DF1294
. 055D6EBFI05 [8661CEC355A |C3895AF434A
CN = BICA TimeStamp CA4 o ,  |7E9F2647044A[7AAEOA20AD |EOFOCFC6CBD | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |0l e 78FAFOIDEETEFEDCE0 | Rock Cad
C=CN UAAASA 3798A69 C5AA14289E4
10D6C48BD
A605330C3FB
. 90756CD78B5 0ED7BOFD27D|5COEAC3D67E
gszBEIJJICI\’TGGEEF?ICFICCA;E AUTHORITY Signing Key | SM3WithsM2 | 256 its [ 0. <o 0o/ 388855D8SCA3 [FADE7819280 | BICA Global
7DEFODA971E [545F87605BE3(B8BCT1220FD | Root CA4
C=CN C235DAC |DF409C F4659708C64B
45ED4551
F339C5073B4F
. B481FESDIE3 [C59E85D3B56 [523350B3BA0
CN = BJCA DocSign CA4 o , _ IC11F74A7E2F |A92F31062D7 [4ACFBO99EFE3| BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |, o oo e 305 220rB0DDABD| Rt cas
C=CN C99B240 EGOE229 85D7A30B636
15349C6
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date

Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 103 20 January 2021
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.2 6 March 2020
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust Syst Certificati

euln.g ertificate Authority Co obal-Trust System Certification 102 5 February 2021
Practice Statement
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.03 20 January 2021
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.2 6 March 2020
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certificate Policy 1.0.2 5 February 2021
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BJCA MANAGEMENT’S ASSERTION

BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”) operates the Certification Authority (CA) services known
as CAs in Appendix A, and provides the following CA services:

e Subscriber registration
e Certificate renewal

e Certificate rekey

e Certificate issuance

e Certificate distribution
e  C(ertificate revocation

e Certificate validation

¢ Subscriber key generation and management

The management of BJCA is responsible for establishing and maintaining effective controls over its CA
operations, including its CA business practices disclosure on its website, CA business practices management,
CA environmental controls, CA key lifecycle management controls, subscriber key lifecycle management
controls, and certificate lifecycle management controls. These controls contain monitoring mechanisms, and
actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with
respect to BJCA’s Certification Authority operations. Furthermore, because of changes in conditions, the
effectiveness of controls may vary over time.

BJCA management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in BJCA management’s opinion, in providing its Certification Authority (CA) services
at Beijing, China, throughout the period 10 March 2020 to 9 March 2021, BJCA has:

¢ disclosed its business, key lifecycle management, certificate lifecycle management, and CA
environmental control practices in its Certification Practice Statement (CPS) and Certificate Policy
(CP) as enumerated in Appendix B

¢ maintained effective controls to provide reasonable assurance that:

° BJCA’s applicable versions of Certification Practice Statement are consistent
with its applicable versions of Certificate Policy; and

° BJCA provides its services in accordance with its Certificate Policy and
Certification Practice Statement
¢ maintained effective controls to provide reasonable assurance that:

° the integrity of keys and certificates it manages is established and protected
throughout their lifecycles;

° the integrity of subscriber keys and certificates it manages is established and
protected throughout their lifecycles; and

° subscriber information is properly authenticated

¢ maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorised
individuals;
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° the continuity of key and certificate management operations is maintained;
and
° CA systems development, maintenance, and operations are properly

authorised and performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2, including the
following:

CA Business Practices Disclosure
° Certification Practice Statement (CPS)

° Certificate Policy (CP)

CA Business Practices Management
° Certificate Policy Management
° Certification Practice Statement Management

° CP and CPS Consistency

CA Environmental Controls

° Security Management

° Asset Classification and Management

° Personnel Security

° Physical & Environmental Security

° Operations Management

° System Access Management

° System Development and Maintenance
° Business Continuity Management

° Monitoring and Compliance

° Audit Logging

CA Key Lifecycle Management Controls
° CA Key Generation
° CA Key Storage, Backup, and Recovery
° CA Public Key Distribution
° CA Key Usage
° CA Key Archival and Destruction
° CA Key Compromise
° CA Cryptographic Hardware Lifecycle Management

Subscriber Key Lifecycle Management Controls
° CA-Provided Subscriber Key Generation Services
° Integrated Circuit Card (ICC) Lifecycle Management

° Requirements for Subscriber Key Management

Certificate Lifecycle Management Controls
° Subscriber Registration
° Certificate Renewal
° Certificate Rekey

° Certificate Issuance
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° Certificate Distribution
° Certificate Revocation
° Certificate Validation

BJCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our assertion
does not extend to controls that would address those criteria.
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Appendix A

The list of keys and certificates covered in the management’s assertion is as follow:

. SHA256
Subject DN Key Type Signature Key Size | Subject Key SHAL Certlflcate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
C5EFEDCCD88|D5SEC8D7BACB|0A882766A7F
CN = BICA Global Root CAT  [D21C648E4E3 |ATOFAETEBCB |AGAD2749FBS | BICA Global
S:CB,EIU'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsin7142£a7169 l9DEBAE77831 [7A7F3EI8FB76| Root CAL
3E59801 003216A 9CTFA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSL CAT o _ ID098F5B5ES9 [7DF3EC60248 |A395C4A4BDE| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsAB48344333C AGAEF5B0786 |A18902EAAZD | Root CAL
C=CN 5DC6SEBB  |3D38CB2  |36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 0A22BC3871D AC462F5D72B
gszBEIJJICI\?GOé/Ei{%I'EFCICA;TE AUTHORITY Signing Key | sha256RSA [2048 bitsl 0| DAt 0048 |1402BDDABCDEASEAED1DOS BICA Global
3980BE268DD BOEA46969F3E3978EASDDB6| Root CAL
C=CN D69CD7B  UODCFT 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BJCAIVSSLCAT o _ |BDD34AC2D2 1422418E28FAE[BEAOC64108C | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Siging Key | Sha2S6RSA [R04Bbitsy 0 o b 08436 7B83CD6C204| Root AL
C=CN B526036 IAE49B 2ESFF178A3EE
SFEOCAES
B408D6C8209
ODBCSF111BA [70B2B43140A [7121694B9B65
CN = BJCA DVSSL CAT o |0C205422C38 [8209FE368647|48C5B494459 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA R04Bbitsl, 1o oo oo e 1ecamorss0UCO8T134F36 | Root CAL
C=CN AF231CF 1FB30 C5BES8D74FA
34759D91
B6352ACCT1E
o 42B1C3B38CC [B4C6A0SEOF6 [CCCFE449023
CN = BICAEV Code Signing CAT o X  18881366A44A 146876C6E567 |D8BC3C03808 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 ity @ DET8829CE7 | Reot CAL
C=CN BB35BOD  |D4A4411 C33DD5017FE
95852AECA
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47D98649B0A
o 0C4AEE56B17 (CCCA06B5CBC|BEOF8CS596BE
CN = BJCA Code Signing CAT _ |c40E52715104/C3ECCT3ACAS|BDI5AF33163 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSFC71D1DE3FO ESA1737A9E0 00506E156C19| Root CAL
C=CN ESEDTD 187739A 68E39C95AES
3BD70D5
245B753A631
. 234C1318B9C (64D 1D686B88 [DD7A5A5B0D
CN = BICA TimeStamp CAT o  |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA [2048bitsle oo e Lo 05ABA BCTATC3D71| Rt CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
. BAGDE37E301 [52FDCAACF3B|COFA948CF45
CN = BICA Generic CA1 o _ [FFBEF4147C92/8D86CD9IA172|9018E48DEFBS | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA (2048 bits) ool ODBEAFS 39604026903 | Rt CAL
C=CN 709BCF D2FFA1F BC19FE4F9155
2DFF4DCY
574DF6931E2
D24AB1517F0 |F42786EB6EBS[78039667B720
CN = BJCA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDC1600FC2 | BJCA Global
© = BELING CERTIFICATE AUTHORITY RootKey |sha3B4ECDSA | 384Dbits |\ poar4g |BRAGGA45300 [7EB66DD3092| Root CA2
C=CN D4BO9T AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 [925377774599/1270FD12006
gszBEIJJ(I:I\?C-I]E \éES:'II:IEIACZATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 030533996499ACA7417523D 6BBDF26223E | BICA Global
7CFDEGF7A96 [B15E8ASESEC [6953CADBSFA| Root CA2
C=CN EFA787 30E6C2 7EAT97EAFSB
F8343B25
3ATA4BD6AG2
CA1C62CFES1 B87EBE6C00151468578DBCIT
(C)N::BEIJJICI\TGOXEi{i'II-FcléAZTE AUTHORITY Signing Key | sha2S6ECDSA | 256 bits | o0 0o 01 BEA74BIEF4269DC247058276 | BICA Global
45C210BEB3B [4COEBB617E9 |A837CC18B6B| Root CA2
C=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302
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DF9F41114DC
6B39D730F3D [07C381DFC16 |[ADC30784E40
CN = BICAIVSSLCA2 o  18570AA47F74 [F3CC389F4628FEF7D6EE063 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | oo oo i oADCA AIBETAZGIDE | Root CAS
C=CN 212FOE3 112C33 5737E88FAT111
8671505E
3F5CB1531CB
DE37D665CSF [BA0866235B8 [1223AABFB70
CN = BICADVSSLCA2 o _ [CAF8063B2B9 [CA2DAE7ES64872DC43D2D | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits |0 ool os DECCID2823E | Root CAs
C=CN 37A25D 67ADDAC  |96B458A9F8A
7EC0265946
E97960A1A17
o EFB3DD847B2 [6AEF68099484/40CAD61DOE
CN = BJCAEV Code Signing CA2 o _ 69B4439CF60 [1CAF84F1C89 [D6ASBDBE4ES| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | oo e o 3514601 1EGLBDE | Roct CAS
C=CN F7B5836 FFEGEC 093D668ABIB
BOO4F78BB3
FC6C124D84F
o 1BOA1719C7D|C19E2F1F9154[7EDFFOOFOEEF
CN = BJCA Code Signing CA2 o _ |94CE62343BB [SCF2FOFFB997 |6FE54E832114| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 19EABA377CA [EDD7BES460B A74D131E075 | Root CA2
C=CN 68916FB A031B 932A6FF03D6
E575AAB
353D175D25D
. F61EF80F24B8|A85F45588C2 [53E850FF3362
CN = BICA TimeStamp CA2 o _ [785FD2D39FA [B58D7F6F44C [71E1A7CODCO| BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits |, o o0 | e TIARBE0092B | Reot CAs
C=CN 62EC83 5195889 CAB6B9IBC39E
OFABAE09
BACDCF2F4A1
. E3E3802981D |B5039623282F|141CFE604F7
CN = BICA Generic CA2 o _ |2E3E845B7F7 [SFCA39D83D5D50627C96F8 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits [ o b B2AABISC1D3 Root Ao
C=CN B4E203E S4EEAB B7A4ABB2461
5DB157D17
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AAA04877335
746FBA42408 [BECFEB8BI2CF0488832AABD
CN = BJCA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 1096 bitsocannaras0 has7COB5ADS 8527730085 | Root CAS
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
FOF3777B
20F06D387FB
, C388COF9798 [57ED82AF334 [129121713B4E
CN = BJCA Docsign CA3 o _ |sD4883F9F99 [8C76BF136357|F93A82A436F | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 bits o kot st or615233A3 | Roce cas
C=CN 89DSFDO (72704 C444891CDAC
B95DSECT
AA486528A63
6F40AC08D2D |5860EE6465E8|D0017D2C707
gNz:BEIJJ(I:I\TGGlCOEt;{a'I!IIEI(EL(XTCEA;UTHORITY RootKey |SM3WithSM2 | 256 Bits FSFBAFET4AO FD28DD372457B567FC2875 | BICA Global
CDBD6855AA (028AA27BI9F B4BB266783C | Root CA4
C=CN 890238E7  (CDIF64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [EEF2D3D6D55 [DDAFEOD82D6
cC)N:BElJJlCr:\GE \c/ES:TnglgTE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits (CO2F77F7E4BB03BE224BBCT SBCFDAFTFBO | BICA Global
ABC27DF5602 [15AFD15EBO5 [6DISCFOEF36 | Root CA4
C=CN 02E866 C547272 7374FC2D239
COEDC60FD
B66617BEASB
DB72EBAG676D [786B502AAE7 [9ED4D202BOC
CN = BICASSL CA4 o , _ |BE9BACGEDE4 [FEBSEEOGAES3|66585F2F6BF6| BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |0 koo e oAd4202538 | Rect cad
C=CN 94C5A26  |BOSFES DAEASODOA72
06AA53A1
740C7A3532D
o 563EA4BIA41 [8BC104AA61E [3DCB68DI250
CN = BJCAEV Code Signing CA4 o _ _ 6675F348FC13(C71D2305404 |4F9A2F22FF22| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| L~ 0l rOF0356843CA | Reat CAg
C=CN F15B80 7C2F3F 0C3BD17B7F7
2CB4ADOC
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3E9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , _ 14B1D1C9813E 01B111D2081 |6473COF69554| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| 0o oo boe 004320 |CCBISFBSBEFS Ruc Cad
C=CN 63CFE6 388F68A 9995A91797F8
4AE6BA
A7AF1DF1294
. 055D6EBFI05 8661CEC355A [C3895AF434A
CN = BICA TimeStamp CA4 o _ _ [7E9F2647044A[7AAEOA20AD [EOFOCFC6CBD | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |0 ool 6 7BFAFIDEETEFEDCE0 | Rec Cad
C=CN 4AAASA 3798A69 C5AA14289E4
10D6C48BD
A605330C3FB
. 90756CD78B5 DED7BOFD27D|5COEAC3D67E
gszBEIJJ(I:I\TGGEES:ICFICCA;I'E AUTHORITY Signing Key | SM3WithSM2 | 256 Bits AFD1CDDIE7388855DBCA3 [FADB7819280 | BICA Global
7DEFIDA971E [545F87605BE3(BSBCT1220FD | Root CA4
C=CN C235DAC  |DF409C F4659708C64B
4SEDAS51
F339C5073B4F
, B481FESDIE3 [C59E85D3B56 [523350B3BA0
CN = BICA Docsign CA4 o _ _ [C11F74A7E2F |A92F31062D7 |4ACFBO99EFE3 BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| o ‘e b e o06 boOrB0DDASD| Rec cad
C=CN C99B240 EGOE229 85D7A308636
15349C6
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.3 20 January 2021
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.2 6 March 2020
Beijin'g Certificate Authority Co., Ltd. SM2 Global-Trust System Certification 102 5 February 2021
Practice Statement
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.3 20 January 2021
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.2 6 March 2020
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certificate Policy 1.0.2 5 February 2021
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(CGER : APURERESE - EXNESRERSE - )
B AREHANERGBRATIEENZ

BAEZET - WIGR A WIEREFIANERDABIRAS ( BEUING CERTIFICATE AUTHORITY Co,, Ltd. - &
R "BJCA" ) T 2020 % 3 B 10 HZE 2021 £ 3 B 9 H#t BICA EFEILERCENEFNERSEEENZE
INERT Y EERIENEIEWS - RIESEMEFIAE - BICAE :

o EMHRBIENIERMUFANERNDARATINEAEZBFIAEWSHN (cps) MIEREF
INERMDABRASHAMEARIERRES (CP) FIKE FBEAINEWSS - BHEEmAMEE I
PEMBREE - LUK CA WIRIEHIEIE

o BIUBAMIEHING - DURHLINSIBRIL ¢
BJCA R CPS 5 CP #%F ;
BJCA 1B7& CP #1 CPS R Hte8FIAIERSS

o BYUBREHING - DURHLINSERIE
o BNAFMEENBRSIESEEDBRPRTEY ;
B RIFAEENIT A ZHET P IEREEMBRPNTENY ;| UK
o T BJCA FRATRUEHRIFIE S EE SSLUEBPIBENER

o BYUBAREHING - DURHLINSIBLRIE ¢
Xt CA RGTHEIRZENMIBIH BN RTENW DA ;
REZAMLBERRMFENESY ;| DK
o CA RGN A - ZPMRFERIESRERNAMNT - LIS CA 25105

PI#5 & WebTrust Principles and Criteria for Certification Authorities v2.2 °
F1EH #9858


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
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BICA RITEHEAA - INRIBHFIEBERLERSS - EIL - RN EFREBERRIENBRES -
BJCA B3

BICA WEEBEATHWEREEBZEIAE  SFEBRLNEMHEMFIATEDRHME BJCA FIREHENKRSZEBRTS
WebTrust Principles and Criteria for Certification Authorities v2.2 HWAE -

MR I AR E

BMNREFRUIMHABFEMERZARENIHTARRMNRWSIITEREN ( Code of Ethics for
Professional Accountants) MERE f%ﬂz CZENZEUEER - B0 - TAWEEATEE « REFMRWT
ANERRN Z E - BIIASBEERNEEZKRNREES 1 ( /nternational Standard on Quality Control
1)  HELEFPZENREEGT:R  SEFSEERER  TUREMSRERENERN SRR
2R -

HitMRYSEE

BNOIRRZ2ERTELETEREM X BICA WEBBRINEAREL - ﬁﬂHETEII?TEELJr%"ﬁE)&U’JU@%%
EmEREILWSENS 3000 S "JLEYSEREFITFELEXIFIEIENE OMENT 7 EIETAF - It
ENEKBANH A RTHENNEHZFLEIFBEERL BN ERR NS ERIE - 85

(1) T#E BICA BHFANIEHEmBRERE R BHRMIEHTEERZEGIER - B2E1T P AK# S E2ESS T
MEEMN - BIRMEBEMBRESENESY - URAGH A - BENTEY ;

2) EFENHAVWSEFEZEET I FARENLEREmBRERE ;

(3)  MAFMASIERDENRITHRBERS ;| UK

@) HITEMBIVAANDENLILRER -

AARE - HIBREWIERZR D ~ EFW - AARSIESICRME M &AM -
EHINBERE
BICA WINBMZEFINBAMMENMEEY - KEXN AP RBRRE 5 RZESIX QTG ErF200 - BUR T ZHIE

WHEERUREMFEETS MR NERKBAER - FIF AN BEMEE 5 TSR EHRN AR
AT TE -

$2H H9EH


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
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AR - 8B - NRANEBRRENLD - ERASMNIFIENMEREK - 165 - KERAIZ(ET]EE
SEMANERSEEFREENSZENE -

&ie

FHATAN - BJCAT 2020 F3 A 10 HE 2021 £ 3 A 9 HHABMWEFAIERSBHUEERAEEMBEARSTH
55 WebTrust Principles and Criteria for Certification Authorities v2.2 °

AR EFH A BIFEETTE WebTrust Principles and Criteria for Certification Authorities v2.2 LIS E RS
BA - SiXHERIE X BJCA RS SE MRS -

%t Webtrust #riRa9{E

£ BJCA M5 EAY WebTrust B FINEARRZAREABTHN —MPFSHRR - EHAZAN T HARKINAZ A
REWEREAH—DRRIE -
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iR A
AEHREABTFENZHASIERIIZNT:
. SHA256
Subject DN Key Type Signature Key Size | Subject Key SHAL Cert|f.|cate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints Signed by
F3896F88FE7C
C5SEFEDCCD88|D5SEC8D7BACB|0A882766A7F
CN = BICA Global Root CAT _ |D21C648E4E3 |A7IFAETEBCB |AGAD2749FB5 | BJCA Global
(C):gi” ING CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsin7142£a7169 l9DEBAE77831 [7A7F3E98FB76| Root CAL
3E59801 003216A 9C1FA7B09C2
C44DS5AE
115A2A45DB5
B8DOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BICAEVSSLCAT o _ ID098F5B5ES9 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA 2048t 1o oo | 1atFoB0786 ATB902EAAD | Root CAL
C=CN SDC68EBB  [3D38CB2  [36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 0A22BC3871D AC462F5D72B
gszBEIJJICI\?GOg/EiSTIIFCI?;TE AUTHORITY Signing Key | sha256RSA 2048 bitg 0| DACFIB481402BDDABCDIEA36AEGTDO3 | BICA Global
8980BE268DD BOEA46969F3E3978EASDDB6| Root CAL
C=CN D69CD7B  4ODCFT 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BJCAIVSSLCAT o . |BDD34AC2D2 |422418E28FAE[BEAOC64108C | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2SERSA 2048 bitsy o) ool onraa36E TBEICD6C204| Rot CAL
C=CN B526036 IAE49B DESFF178A3EE
SFEOCAES
B408D6C8209
0DBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT _ 0C205422C38 [8209FE36864748C5B494459 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha256RSA 2048 DIt oo o ke 1cca8oES504CO81134F36 | Root CAL
C=CN AF231CF 1FB30 CSBESSD74FA
34759D91
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B6352ACC11E
o 42B1C3B38CC [BAC6AOSEOF6 [CCCFE449023
CN = BICAEV Code Signing CAT o A _ 8881366A44A 146876C6E567 |D8BC3CO3808 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | Sha256RSA 2048 bits ol DDRDETE829CE7 | Root CAL
C=CN BB35BOD  |D4A4411 C33DD5017FE
95852AECA
47D98649B0A
o 0C4AEE56B17 (CCCA06B5CBC|BEOF8C8596BE
CN = BICA Code Signing CAT .  |CA0E52715104C3ECCT3ACAS BDI5AF33163 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2SERSA 2048 bits .o oot 0k l00506E156C18| Rt CAL
C=CN ESED1D 187739A 68E39CI5AES
3BD70D5
245B753A631
, 234C1318B9C (64D1D686B88 [DD7A5A5B0D
CN = BJCA TimeStamp CAT o  |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bitsl; 10 oo ba12o105AB4 BCTAICO3071| Root CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
_ BAGDE37E301 [52FDCAACF3B|COFA948CF45
gN;BElJuCr\?GGEE:%CFfC/XTE AUTHORITY Signing Key | sha256RSA |2048 1 FFBEF4147C928DB6CDIAT72918E4BDEFBS | BICA Global
436694D4ED2 [DA929D6EAFS [396C4026903 | Root CA1
C=CN 709BCF D2FFA1F BC19FE4F9155
2DFF4DCY
574DF6931E2
D24AB1517F0 |F42786EB6EBS[78039667B720
CN = BICA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDC1600FC2 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY RootKey |sha384ECDSA (384bits | o oooc b e300 EBOODD3092 | Root CAS
C=CN D4B091T AATAA6  [979FB7385648
7212882
E60147770534
279D5CC4300 (925377774599|1270FD12006
CN = BICAEV SSLCA2 o _ 1030533996499|ACA7417523D [6BBDF26223E | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key [sha2S6ECDSA | 256 bits |- o e lbos3CADBEFA | Root CAo
C=CN EFA787 30E6C2 7EAT97EAFSB
F8343B25
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3ATA4BD6AG2
CA1C62CFE81 3B87EBE6C0015468578DBCIT
CN = BICAOV'SSL CA2 o _ |50616C7FE01BEA74B9EF4269DC24705B276 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 45C210BEB3B UCOEBBG17E9 AB37CCT18B6B| Root CA2
C=CN 92E3E8 71061 EF1FF3F6EDOF
E6326302
DF9F41114DC
6B39D730F3D [07C381DFC16 |[ADC30784E40
CN = BICAIVSSLCA2 o _ 18570AA47F74 [F3CC389F4628FEF7DGEE63 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 6DB699BF378 BO2E6ABADCA AIBE7A363DE| Root CA2
C=CN 212FOE3 112C33 5737E88FAT11
8671505E
3F5CB1531CB
DE37D665C8F [BA0866235B8 [1223AABFB70
CN = BICADVSSLCA2 o _ |CAF8063B2B9 [CA2DAE7E564(872DC43D2D | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA | 256 bits | o L a8 DECCID2B23E| Root Cho
C=CN 37A25D 67ADDAC  |96BAS8A9F8A
7EC0265946
E97960ATA17
o EFB3DD847B2 |6AEF68099484/40CAD61DOE
CN = BICAEV Code Signing CA2 o _ [69B4439CF60 [1CAF84F1C89 [D6ASBDBE4EI| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | o e 5 46D 1 1E6EBDE | Root CAS
C=CN F7B5836 FFEGEC 093D668ABIB
BOO4F78BB3
FC6C124D84F
o 1BOA1719C7D [C19E2F1F9154 7EDFFOOFOEEF
CN = BJCA Code Signing CA2 o _ |94CE62343BB [sCF2FOFFBI97|6FE54E832114| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | - ™ L A 131E075 | Reot cAs
C=CN 68916FB A031B 932A6FF03D6
E575AAB
353D175D25D
. F61EF80F24B8|A85F45588C2 [53E850FF3362
CN = BJCA TimeStamp CA2 o _ |[785FD2D39FA [B58D7F6F44C [71E1A7CODCO| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6ECDSA | 256 bits |, o0 o | oA TIARBEO0928 | Root Cho
C=CN 62EC83 5195B89 CAB6B9IBC39E
OFABAEQ9
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BACDCF2F4A1
_ E3E3802981D [B5039623282F[141CFE604F7
gN;BElJuCr\?GGEE:;rHCcAAZTE AUTHORITY Signing Key | sha2S6ECDSA | 256 bits |- o0/ SFCA3IDB3DSDS0627CI6FS | BICA Global
DDF8E344C02 [00A51A11EBB [82AAB95CTD3| Root CA2
C=CN BAE203E SAEEAB B7A4ABB2461
5DB157D17
AAAQ4877335
746FBA42408 |3ECFEB8BI2CFI0488832AABD
CN = BJCA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bit5968ADDBF840 1887C065AD4 [8BB2773DD85|  Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF3777B
2OFO6D387FB
_ C388COF9798 |57ED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o _ |5D4883F9F99 [8C76BF136357|F93A82A436F | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 b|‘csC5CES41371A SDE4SF32E928DOE615233A3 | Root CA3
C=CN SODSFDO 72704 C444891CDAC
B95D5ECT
AA486528A63
6F40AC08D2D |5860EE6465E8|D0017D2C707
CN = BJCA Global Root CA4 , _ IFSFBAF614A0 [FD28DD37245(7B567FC2875 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | SM3WIthSM2 | 256 Bits| e o a2 7890F BABB266783C | Reot Cad
c=CN 890238E7  (CD9F64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [FEF2D3D6D55 [DDAFEOD82D6
CN = BICAEVSSLCA4 o . _ |CO2F77F7E48B(03BE2248BC7 [38CFDAF7FBO | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 256 Bits | oo oo e eD98CROEF36 | Rect
C=CN 02E866 547272 7374FC2D239
COEDC60FD
B66617BEASB
PB72EBAG676D [786B502AAE7 [9ED4D202B0C
CN = BICASSL CA4 o . _ |BE9BACGEDE4 [FEBSEEOGAES3|66585F2F6BF6| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | 10 koo e loAdot202538 | Roo Cad
C=CN 94C5A26  |BOSFES 2AEA50DOA72
06AA53A1
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740C7A3532D
o 563EA4B9A4T [8BCT04AA61E 3DCB68DI250
gN==BE|J“C£GE \C/I::F?TCIIEIEE:I?A?UCTT—I%RITY Signing Key | SM3WithSM2 | 256 Bits GO75F348FCT3(C71D2305404 4F9A2F22FF22 BICA Global
CC16DECASFE 9987C1F60BFO[F0356B43CA4 | Root CA4
C=CN F15B80 7C2F3F 0C3BD17B7F7
2CB4ADOC
3E9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o . ~ 14B1D1C9813E [01B111D2081 |6473COF69554| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | o0 oo be 1804329 |CCBISFBSBEFS Ruot Cad
C=CN 63CFE6 888F68A 9995A91797F8
4AE6BA
A7AF1DF1294
. 055D6EBFI05 [8661CEC355A [C3895AF434A
CN = BICA TimeStamp CA4 o , _ |7E9F2647044A[7AAEOA20AD |EOFOCFCECBD | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits 89B28BDD585 (CE380678FAFIDEET6FEDCE0 | Root CA4
C=CN 4AAA4A 3798A69 C5AA14289E4
10D6C48BD
A605330C3FB
, 90756CD78B5 DED7BOFD27D|5COEAC3D67E
CN = BJCA Generic CA4 o , _ |AFD1CDD9E73i88855D85CA3 [F4D87819280 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | ool e 058E3 BEBCT1220FD | Reot Cad
C=CN C235DAC |DF409C F4659708C64B
A5ED4551
F339C5073B4F
_ B481FE5DIE3 [C59E85D3B56 [523350B3BA0
CN = BJCA DocSign CA4 o , _ [C11F74A7E2F |A92F31062D7 |4ACFBO99EFE3| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| o ool a0s boorsoDDABD| Ruot cas
C=CN 998240 E60E229 85D7A30B636
15349C6
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@ 8=

B3R A

RANEREANSEWBERSIEHSENH:

. SHA256
Subject DN Key Type Signature Key Size | Subject Key SHAL Certlflcate Certificate Certificate
Algorithm Identifier Thumbprints | o | bprints | Signed by
F3896F88FE7C
C5SEFEDCCD88|D5SEC8D7BACB|0A882766ATF
CN = BICA Global Root CAT  [D21C648EAE3 ATIFAETESCB |AGAD2749FBS | BICA Global
S:EE“NG CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsin7142£a7169 l9DEBAE77831 [7A7F3EI8FB76| Root CAL
3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
B8DOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSLCAT o . |p098F5B5E59 [7DF3EC60248 |A395C4A4BDS| BICA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsAB48344333C AGAEF5B0786 |A18902EAAZD | Root CAL
C=CN SDC68EBB  ]3D38CB2  [36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 0A22BC3871D AC462F5D72B
gN:BEIJJ(I:I\TGoé/Ei{%I'IIFCICA;TE AUTHORITY Signing Key | sha256RSA 2048 bits 0 | DACF9B48 1402BDDABCDE4S6AE6TDOS | BICA Global
8980BE268DD [BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  W4ODCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BJCAIVSSLCAT . _ |BDD34AC2D2 1422418E28FAE[BEAOC64108C | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA [R04BbitS) 0 oo b e o8F0436E 7B83CD6C204| Root AL
C=CN B526036 IAE49B 2ESFF178A3EE
SFEOCAES
B408D6C8209
ODBC8F111BA [70B2B43140A [7121694B9B65
CN = BJCA DV SSLCAT o _ 10C205422C38 [8209FE36864748C5B494459 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA 2048 it oo oo e 166826550 UCOBT134F36 | Rot CAL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91
B6352ACCT1E
o 42B1C3B38CC [B4C6A0SEOF6 (CCCFE449023
CN = BICAEV Code Signing CAT o  |8881366A44A 146876C6E567 |D8BC3C03808 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA 2048 bits ol ODRDETE829CET | Root CAL
C=CN BB35BOD  |D4A4411 C33DD5017FE
95852AECA
%48 H# 98




@ S

47D98649B0A
o 0C4AEE56B17 (CCCA06B5CBC|BEOF8C8596BE
CN = BJCA Code Signing CAT . |c40E52715104/C3ECC73ACAS|BDI5AF33163 | BICA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 blts|EC71D1DE3|E0 ESA1737A9E0 [00506E156C19| Root CAL
C=CN ESEDTD 187739A 68E39C95AES
3BD70D5
245B753A631
‘ 234C1318B9C [64D1D686B88 [DD7A5A5B0D
CN = BICA TimeStamp CAT o _ ID20E7DF1337 |A70B2784E43F3E6DFECA459 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA [2048bitsle oo e Lo 05ABA BCTATC3D71| Rt CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
, BAGDE37E301 [52FDCAACF3B|COFA948CF45
gN;BEBlJJlCr\/?GGzE::rHCC/XTE AUTHORITY Signing Key | sha2S6RSA [2048 bits| oo+ 4/ -92BDBOCDIAT72I918E8DEFES | BICA Global
436694D4ED2 [DA929D6EAFS 396C4026903 | Root CAL
C=CN 709BCF D2FF41F BC19FE4F9155
2DFF4DCY
574DF6931E2
D24AB1517F0 |F42786EB6EBS[78039667B720
CN = BJCA Global Root CA2 _ |6FOD1821F4E66D88316702F |AFDC1600FC2 | BIJCA Global
O = BEUING CERTIFICATE AUTHORITY RootKey |sha384ECDSA | 384bits | o) poarug [BBAGEA45300 [7EBE6DD3092| Root CA2
C=CN D4BO9T AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 (925377774599|1270FD12006
CN = BICAEV'SSL CA2 o ~ 1030533996499|ACA7417523D [6BBDF26223E | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | - e0sacaDBarA | Reot CAs
C=CN EFA787 30E6C2 7EA197EAFSB
F8343B25
3ATA4BD6AG2
CATC62CFE81 387EBE6CO015/468578DBCI1
gN:BIEE;IJJICI\TGOé/Ei;IIFCICAETE AUTHORITY Signing Key | sha2S6ECDSA| 256 bits |20 0c ' E01BEA74BIEF4269DC247058276 BICA Global
45C210BEB3B [4COEBB617E9 |A837CC18B6B| Root CA2
C=CN 92E3E8 71061 EF1FF3F6EDOF
E6326302
%58 # 98




@ S

DF9F41114DC
6B39D730F3D [07C381DFC16 |[ADC30784E40
CN = BICAIVSSLCA2 o _ 18570AA47F74 [F3CC389F4628FEF7D6EE63 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | o0 o o AD e AOBETAGIDE | Root CAs
C=CN 212FOE3 112C33 5737E88FAT111
8671505E
3F5CB1531CB
DE37D665C8F [BA0866235B8 [1223AABFB70
CN = BICADVSSLCA o _ [CAF8063B2B9 [CA2DAE7ES64872DC43D2D | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | ool o8 DeCCID2823E | Root CAS
C=CN 37A25D 67ADDAC  |96B458A9F8A
7EC0265946
E97960A1A17
o EFB3DD847B2 |6AEF68099484/40CAD61DOE
CN = BJCAEV Code Signing CA2 o _ 69B4439CF60 [1CAF84F1C89 [D6ASBDBE4EY| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | 0 | s h6D11E6EBDE | Root CAS
C=CN F7B5836 FFEGEC 093D668ABIB
BOO4F78BB3
FC6C124D84F
o 1BOA1719C7D [C19E2F1F9154 7EDFFOOFOEEF
(C)N==BEIJJICI\?GCZ::'I'SILQIEZ'?ECAAUZTHORITY Signing Key |sha256ECDSA | 256 bits 0ACE62343BB |5CF2FOFFBI97 GFES4EB32114| BICA Global
49E4BA377CA [EDD7BE5460B |A74D131E075 | Root CA2
C=CN 68916FB A031B 932A6FF03D6
E575AAB
353D175D25D
. F61EF80F24B8|A85F45588C2 [53E850FF3362
CN = BICA TimeStamp CA2 o _ |[785FD2D39FA [B58D7F6F44C [71E1A7CODCO| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits |, o0 o | o ASCa TIAFBEO092B | Roct CAs
C=CN 62EC83 5195889 CAB6B9IBC39E
OFABAEQ9
BACDCF2F4A1
. E3E3802981D |B5039623282F|141CFE604F7
CN = BICA Generic CA2 o _ |2E3E845B7F7 [SFCA39D83D5|D50627C96F8 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits [/~ 0 - 1 1eBB B2AAB95C1D3| Root CAS
C=CN B4E203E S4EEAB B7A4ABB2461
5DB157D17
% 68 3t 98




@ S

AAA04877335
7A6FBA42408 [3ECFEB8BI2CFI0488832AABD
CN = BJCA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bits968ADDBF840 1887C065AD4 88B2773DD85|  Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
2FOF3777B
20F06D387FB
, C388COF9798 |57ED82AF334 [129121713B4E
CN = BJCA Docsign CA3 o _ |5D4883F9F99 [8C76BF136357|F93A82A436F | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 bits o kot ac oot or6152333 | Roce cas
C=CN 89DSFDO (72704 C444891CDAC
B95D5ECT
AA486528A63
6F40AC08D2D |5860EE6465E8 D0017D2C707
CN = BJCA Global Root CA4 _ _ [FSFBAF614A0 [FD28DD37245(7B567FC2875 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY RootKey | SM3WIthSM2 | 256 Bits| oo | 75007 [B488266783C | Roct cad
C=CN 890238E7  (CD9F64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [EEF2D3D6D55 [DDAFEODS2D6
ABC27DF5602 [15AFD15EBO5 |6D98CFOEF36 | Root CA4
C=CN 02E866 547272 7374FC2D239
COEDC60FD
B66617BEASB
2B72EBAG76D [786B502AAE7 [9ED4D202B0OC
gN:BElJJlCr:\; iLE;ﬁiICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits GE9BACGEDEA FEBSEEOGAEB3166585F2F6BF6) BICA Global
669149C421C [FCOBED3686C [CA49420253B | Root CA4
C=CN 94C5A26  |8OSFES D4EA50DOAT72
06AA53AT
740C7A3532D
o 563EA4BIA41 [8BCT04AAGTE [3DCB68DI250
CN = BJCAEV Code Signing CA4 o , _ [6675F348FC13(C71D2305404 |4F9A2F22FF22| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| L1 & oo e BFOFO356B43CA | Rect Cad
C=CN F15B80 7C2F3F 0C3BD17B7F7
2CB4ADOC
% 78 3t 98




@ S

3E9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , _ 14B1D1C9813E [01B111D2081 |6473COF69554| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| . rccocl o 1804320 (cCBISFBS8ERY Root cas
C=CN 63CFE6 888F68A 9995A91797F8
4AE6BA
A7AF1DF1294
‘ 055D6EBFI05 8661CEC355A [C3895AF434A
CN = BICA TimeStamp CA4 o , _ [7E9F2647044A[7AAEOA20AD |EOFOCFC6CBD | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |00 b 6 78FAFIDEETFEDCE0 | Rect Cad
C=CN 4AAASA 3798A69 C5AA14289E4
10D6C48BD
A605330C3FB
_ 90756CD78B5 DED7BOFD27D|5COEAC3D67E
CN = BICA Generic CA4 o _ _ |AFD1CDD9E73i88855D85CA3 [F4D87819280 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits o 605883 BEBCT1220FD) | Rect cad
C=CN C235DAC  |DF409C F4659708C64B
45EDA4551
F339C5073B4F
, B481FE5DIE3 [C59E85D3B56 [523350B3BA0
CN = BJCA DocSign CA4 o _ _ IC11F74ATE2F |A92F31062D7 |4ACFBO99EFE3 BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | o o o505 p20rB0DDABD| Ruot cas
C=CN C99B240 EGOE229 85D7A308636
15349C6
% 88 # 98
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