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INDEPENDENT ASSURANCE REPORT

To the management of BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”):

We have been engaged, in a reasonable assurance engagement, to report on BJCA management’s assertion that for
its Certification Authority (“CA”) operations at Beijing, China, throughout the period 10 March 2020 to 9 March
2021 for its CAs as enumerated in Appendix A, BJCA has:

. disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the BJCA website,
and provided such services in accordance with its disclosed practices

. maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and

° SSL certificate subscriber information is properly authenticated
o maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security v2.4.1.

BJCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our procedures
does not extend to controls that would address those criteria.

Certification authority’s responsibilities
BJCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of

its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL
Baseline with Network Security v2.4.1.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
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principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of BJCA’s SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of BJCA’s network and certificate system security to meet the requirements set forth by the
CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at BJCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, BJCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 10 March 2020 to 9 March 2021, BJCA management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for

Certification Authorities — SSL Baseline with Network Security v2.4.1.
This report does not include any representation as to the quality of BJCA’s services beyond those covered by the

WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with Network Security v2.4.1, nor the
suitability of any of BJCA’s services for any customer's intended purpose.
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Use of the WebTrust seal

BJCA’s use of the WebTrust for Certification Authorities - SSL Baseline with Network Security Seal constitutes a
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to update
this report or provide any additional assurance.

AKAM

Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

11 May 2021
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Appendix A
The list of keys and certificates covered in the report is asfollow:
Subject DN Key Type Signature Key Size | Subject Key SHAL Certificate C::;izcs;ste Certificate
Algorithm Identifier Thumbprints Thumbprints Signed by
F3896F88FE7C
CSEFEDCCD88|D5SEC8D7B4CB|0ASS2766ATF
CN = BICA Global Root CAT  [D21C648E4E3 |A79FAETESCB |AGAD2749FBS | BICA Global
S:CB;”'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsiy7142EA7169 (OD6BAET7831 [TA7F3E98FBT6| Root CAL
3E£59801 003216A 9C1FA7B09C2
CA4D5AE
115A2A45DB5
B8DOA92CC1 [6C8COFEO5BO [20361A2CDFO
CN = BICAEV SSL CAT o _ |D098F5B5E59 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha256RSA (2048bits o/ oo ooo |y 0y cceo oee nr8000EAALD oot CAL
C=CN SDC6SEBB  [3D38CB2 36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 [0A22BC3871D |AC462F5D72B
(C)szlelecl\’TGogEi?;FCICA;TE AUTHORITY Signing Key | sha256RSA [2048 it 0 | DACFIB48 1402BDDABCDEAIGAEETDO3 | BICA Global
8980BE268DD [BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  M4ODCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BJCA IV SSL CAT o _ |BDD34AC2D2 422418E28FAE[BEAOC64108C | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha256RSA [2048bits o ool oo a2 e E [7BB3CDEC204 foot CAL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
B408D6C8209
ODBC8F111BA[70B2B43140A [7121694B9B65
CN = BJCA DVSSLCAT o _ 0c205422C38 8209FE368647/48C5B494459 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsA16A882C993 6E455482E559/4C081134F36 | Root CAL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91
B6352ACCT1E
o 42B1C3B38CC B4C6AOSEOF6 [CCCFE449023
CN = BJCAEV Code Signing CAT o A _ |8881366A44A 146876C6E567 [D8BC3C03808 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 048t 0 o ol o o D DbDET8829CB7 | Root CAL
C=CN BB35B0D D4A4411 C33DD5017FE
95852AECA
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47D98649B0A
o OCAAEE56B17 |CCCA06B5CBC|BE9F8C8596BE
CN = BJCA Code Signing CAT _ IC40E52715104/C3ECC73ACA5|BDIS5AF33163 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA  [R048bitsl 0 o e b A oF0 00S0GETS6CTS| Root CAL
C=CN ESEDTD 187739A 63E39C95AES
3BD70D5
245B753A631
. 234C1318B9C |64D1D686B88 |[DD7A5A5B0D
CN = BICA TimeStamp CAT o _ |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BJCA Global
O = BELING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA  [2048bitsle o oo 1t 0snBa BCTATCO3D71| Root CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
‘ BAGDE37E301 [5S2FDCAACF3B|COFA948CF45
CN = BICA Generic CAT o _ [FFBEF4147C92/8D86CD9A172(018E48DEFBS | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA (2048 bits) ol ODBEAFS 139604026903 | Reot CAL
C=CN 709BCF D2FF41F BC19FE4F9155
2DFF4DCY
574DF6931E2
D24AB1517FO0 [F42786EB6EB8[78039667B720
CN = BICA Global Root CA2 _ |6FOD1821F4E66D88316702F |AFDC1600FC2 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Root Key  |sha384ECDSA 38abits | o oo T 25300 7866003092 | Reot CAS
C=CN D4B091 AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 925377774599|1270FD12006
gszBEIJJTI\’T(‘f\(/ZES:;_IEIgiTE AUTHORITY Signing Key |sha256ECDSA | 256 bits 030533996499ACA7417523D 6BBDF26223E | BICA Global
7CFDE6F7A96 [B15ESASESEC [6953C4DBSFA| Root CA2
C=CN EFA787 30E6C2 7EAT97EAF5B
F8343B25
3ATA4BD6AG2
CA1C62CFES1 387EBE6C0015/468578DBCI1
CN = BICAOVSSLCA2 o _ [50616C7FE01BEA74BIEF4269DC24705B276 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 45C210BEB3B UCOEBB617E9 IAB37CC18B6B| Root CA2
c=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302
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2F9F41114DC
6B39D730F3D [07C381DFC16 |ADC30784E40
CN = BICAIVSSLCA2 o _ [8570AA47F74 [F3CC389F4628FEF7DGEE063 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits | oo L DA ASBETASEIDE | Root CAs
C=CN 212FOE3 112C33 5737E88FAT11
8671505E
3F5CB1531CB
DE37D665C8F [BA0866235B8 [1223AABFB70
CN = BICADVSSLCAZ o _ [CAF8063B2B9 [CA2DAE7E564(872DC43D2D | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key [sha2S6ECDSA | 256 bits 1, ool o8 DECC3D2823E | Root CAs
C=CN 37A25D 67ADDAC  |96BA58A9FSA
7EC0265946
E97960ATA17
o EFB3DD847B2 [6AEF68099484/40CAD61DOE
CN = BICAEV Code Signing CA2 o _ |69B4439CF60 |1CAF84F1C89 D6ASBDBE4EY| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits B3AB2B79378 [FBCDE33BD35M6D11E6EBDB | Root CA2
C=CN F7B5836 FFEGEC 093D668ABIB
BOO4F78BB3
FC6C124D84F
o 1BOA1719C7D [C19E2F1F9154(7EDFFOOFOEEF
gNz=BEBlchlzr\TGCg(Ej:TﬁEEXEECAAUZTHORHY Signing Key |sha256ECDSA | 256 bits OACE62343BB 5CF2FOFFBIIY GFESAES32114) BICA Global
49E4BA377CA [EDD7BE5460B |A74D131E075 | Root CA2
C=CN 63916FB A031B 932A6FFO3D6
E575AAB
353D175D25D
_ F61EF80F24B8 |A85F45588C2 [53E850FF3362
CN = BICA TimeStamp CA2 o _ |[785FD2D39FA [B58D7F6F44C [71E1A7CODCO| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits > 78AGD5803A PAGOTS0ASCA [72AFSE00925 Root CA2
C=CN 62ECS3 5195889 CAB6BIBC39E
OFABAE09
BACDCF2F4A1
. E3E3802981D [B5039623282F|141CFE604F7
CN = BICA Generic CA2 o _ [2E3E845B7F7 [SFCA39D83D5|D50627C96F8 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key [sha2S6ECDSA | 256 bits [ o0 b BB B2AABISCID3| Root Ao
C=CN BAE203E SAEEAB B7A4ABB2461
5DB157D17
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AAA04877335
746FBA42408 |3ECFEB8BI2CF0488832AABD
CN = BJCA Global Root CA3 00SEA5D266E [DCC7F3502E1 |AG954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bit5968ADDBF84O 1887C065AD4|8BB2773DD85|  Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
2FIF3777B
20F06D387FB
. C388COF9798 |57ED82AF334 [129121713B4E
CN = BICA DocSign CA3 o _ |5D4883F9F99 8C76BF136357|F93A82A436F | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (2048 bits (' oo albor615233A3 | Reot cas
C=CN 89D5FDO 72704 C444891CDAC
B95D5ECT
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name

Version Date
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 103 20 January 2021
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.2 6 March 2020
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.03 20 January 2021
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.2 6 March 2020
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BJCA MANAGEMENT’S ASSERTION

BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”) operates the Certification Authority (CA) services known
as CAs in Appendix A.

BJCA management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in BJCA management’s opinion, in providing its CA services at Beijing, China,
throughout the period 10 March 2020 to 9 March 2021, BJCA has:

e disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its
commitment to provide SSL certificates in conformity with the CA/Browser Forum Requirements
on the BJCA website, and provided such services in accordance with its disclosed practices

¢ maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected
throughout their lifecycles; and

° SSL certificate subscriber information is properly authenticated

¢ maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorised
individuals;

° the continuity of key and certificate management operations is maintained; and

° CA systems development, maintenance, and operations are properly authorised and

performed to maintain CA systems integrity

¢ maintained effective controls to provide reasonable assurance that it meets the Network and
Certificate System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with
Network Security v2.4.1.

Mr. Xueyan Lin %% f

CEO of BEIJING CERTIFICATE AU HORITX, %
1501, No. 68 North Fourth Ring Road West, Haldlai-DlStriCh~’B

11 May 2021 \Z \—//

ing, China

Pagel/6


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria

@ ©=E

Appendix A

The list of keys and certificates covered in the management’s assertion is asfollow:

- SHA256
Subject DN Key Type Signature Key Size | Subject Key SHAL Certlflcate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints Signed by
F3896F88FE7C
C5EFEDCCD88|D5EC8D7BACB|0A882766A7F
CN = BJCA Global Root CA1 D21C648E4E3 |A79FAE7ESCB |AGAD2749FB5 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 bits7142EA7169 [ODGBAE77831 [TATF3ESBFBT6| Root CAL
c=CN 3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
B8DOA92CC1 [6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSLCAI o _ |D098F5B5E59 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSAB48344333C AAAEFSBO786 A18902EAAD | Root CAL
C=CN 5DC68EBB  ]3D38CB2 36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 [0A22BC3871D |AC462F5D728B
gszBEIJJCI:I\TGOXESIS'IIF(I:?;TE AUTHORITY Signing Key | sha256RSA (2048 bitsl 20| DACFIB481402BDDABCDIEA36AE6TDO3 | BICA Global
8980BE268DD [BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  4ODCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICAIVSSL CAT o _ |BDD34AC2D2 [422418E28FAE[BEAOC64108C | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsOF394C6EE1 BO255F98F9436E [7BB3CD6C204| Root CAL
C=CN B526036 IAE49B 2E8FF178A3EE
SFEOCAES
B408D6C8209
ODBC8F111BA [70B2B43140A [7121694B9IB65
CN = BJCA DVSSLCAT o _ |0C205422C38 [8209FE368647 48C5B494459 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsA16A882C993 6E455482E55914C081134F36 | Root CAL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91
B6352ACC11E
o 42B1C3B38CC BAC6A05EOF6 [CCCFE449023
CN = BJCAEV Code Signing CAT o X |11 B881366A44A UGBT6CEESG7 [DBBC3C03808 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (2048 bitsl__\ 100 o 1o arion b e ochy foot CAL
C=CN BB35BOD D4A4411 C33DD5017FE
95852AECA
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47D98649B0A
o 0C4AEE56B17 (CCCA06B5CBC|BEOF8CS596BE
CN = BJCA Code Signing CAT _ |c40E52715104/C3ECCT3ACAS|BDI5AF33163 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSFC71D1DE3FO ESA1737A9E0 00506E156C19| Root CAL
C=CN ESEDTD 187739A 68E39C95AES
3BD70D5
245B753A631
. 234C1318B9C (64D 1D686B88 [DD7A5A5B0D
CN = BICA TimeStamp CAT o  |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA [2048bitsle oo e Lo 05ABA BCTATC3D71| Rt CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
. BAGDE37E301 [52FDCAACF3B|COFA948CF45
CN = BICA Generic CA1 o _ [FFBEF4147C92/8D86CD9IA172|9018E48DEFBS | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA (2048 bits) ool ODBEAFS 39604026903 | Rt CAL
C=CN 709BCF D2FFA1F BC19FE4F9155
2DFF4DCY
574DF6931E2
D24AB1517F0 |F42786EB6EBS[78039667B720
CN = BJCA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDC1600FC2 | BJCA Global
© = BEUING CERTIFICATE AUTHORITY RootKey |sha3B4ECDSA | 384Dbits |\ poar4g |BRAGGA45300 [7EB66DD3092| Root CA2
C=CN D4BO9T AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 [925377774599/1270FD12006
gszBEIJJ(I:I\?GE \éESFf'II:IEIACZATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 030533996499ACA7417523D 6BBDF26223E | BICA Global
7CFDEGF7A96 [B15E8ASESEC [6953CADBSFA| Root CA2
C=CN EFA787 30E6C2 7EAT97EAFSB
F8343B25
3ATA4BD6AG2
CA1C62CFES1 B87EBE6C00151468578DBCIT
(C)N::BEIJJICI\TGOXEi{i'II-FcléAZTE AUTHORITY Signing Key | sha2S6ECDSA | 256 bits | o0 0o 01 BEA74BIEF4269DC247058276 | BICA Global
45C210BEB3B [4COEBB617E9 |A837CC18B6B| Root CA2
C=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302
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DF9F41114DC
6B39D730F3D [07C381DFC16 |[ADC30784E40
CN = BICAIVSSLCA2 o  18570AA47F74 [F3CC389F4628FEF7D6EE063 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | oo oo i oADCA AIBETAZGIDE | Root CAS
C=CN 212FOE3 112C33 5737E88FAT111
8671505E
3F5CB1531CB
DE37D665CSF [BA0866235B8 [1223AABFB70
CN = BICADVSSLCA2 o _ [CAF8063B2B9 [CA2DAE7ES64872DC43D2D | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits |0 ool os DECCID2823E | Root CAs
C=CN 37A25D 67ADDAC  |96B458A9F8A
7EC0265946
E97960A1A17
o EFB3DD847B2 [6AEF68099484/40CAD61DOE
CN = BJCAEV Code Signing CA2 o _ 69B4439CF60 [1CAF84F1C89 [D6ASBDBE4ES| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | oo e o 3514601 1EGLBDE | Roct CAS
C=CN F7B5836 FFEGEC 093D668ABIB
BOO4F78BB3
FC6C124D84F
o 1BOA1719C7D|C19E2F1F9154[7EDFFOOFOEEF
CN = BJCA Code Signing CA2 o _ |94CE62343BB [SCF2FOFFB997 |6FE54E832114| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 19EABA377CA [EDD7BES460B A74D131E075 | Root CA2
C=CN 68916FB A031B 932A6FF03D6
E575AAB
353D175D25D
. F61EF80F24B8|A85F45588C2 [53E850FF3362
CN = BICA TimeStamp CA2 o _ [785FD2D39FA [B58D7F6F44C [71E1A7CODCO| BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits |, o o0 | e TIARBE0092B | Reot CAs
C=CN 62EC83 5195889 CAB6B9IBC39E
OFABAE09
BACDCF2F4A1
. E3E3802981D |B5039623282F|141CFE604F7
CN = BICA Generic CA2 o _ |2E3E845B7F7 [SFCA39D83D5D50627C96F8 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits [ o b B2AABISC1D3 Root Ao
C=CN B4E203E S4EEAB B7A4ABB2461
5DB157D17
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AAA04877335
746FBA42408 [BECFEB8BI2CF0488832AABD
CN = BJCA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 1096 bitsocannaras0 has7COB5ADS 8527730085 | Root CAS
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
FOF3777B
20F06D387FB
, C388COF9798 [57ED82AF334 [129121713B4E
CN = BJCA Docsign CA3 o _ |sD4883F9F99 [8C76BF136357|F93A82A436F | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 bits o kot st or615233A3 | Roce cas

C = CN

89D5FDO

72704

C444891CDAC
B95D5ECY

Page5/6




@ ©=E

Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.3 20 January 2021
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.2 6 March 2020
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.3 20 January 2021
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.2 6 March 2020
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I SRS

(CGEE : APURERESE - EXNESRERE - )
B AREHANERGBRATIEENZ

BAEZET - WIGR A BRI REFINER DB R A S (BEUING CERTIFICATE AUTHORITY Co,, Ltd. - X
NEFR "BJCA" )T 2020 F3 B 10 HE 2021 £ 3 B 9 H#ETREILRIZEMNB FALRFZEEEMNFIA
ENT 7 BEFRIENEIEWS - RIEEEMZFINE - BJICAE :

o EMHER B AIEAIERHAANERHBERASIANEEFZREBFAEWSIHN (cps ) FIEREFIA
IERMBRATIAERRIEHBRES (cP ) PRE Y ssL IEREmBIWSAN - B1HEFEETRE
CA/Browser IEIZRUAERTES FR#t SSLIEBARSS - ARIEREN WS MR HEAHERKRS

o BYUBANIEHING - DURHLINSERIE :
B RIPPAEEREAAN SSLIEBEEMB I PROTEM ;| MK
T BJCA FRITHOEAHRIEIR Hith£7F SSLIERBIBEEMNER

o BYUBAMIEHING - DURHLINSIERIL ¢
o Xt CA RGUNEIRRZEMMEBL DM R T ENBN DA ;
REFZAMLBERRFENESY ; DK
CA 24T & - EFNRFFIEINENNNIT - MER CA RFHNTE

. B ANEGING - DURHSBRIERRIS CA/Browser 1835 ( CA/Browser Forum ) &1 AY
ERIUEB % G512 £ A SE ( Network and Certificate System Security Requirements )

A5 & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security
v24.1-

BICA RITEHEMA - INRIBFIEBELERSS - BIL - MINFUHBFAREBRZHARIMVERNBRES

F 18 H8H
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BJCA M95R1E

BICA WEEENTZHREREERIAE 8EERANEMEIFIAE P HME BJCA FIRHIRIZEBFTS
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.4.1 B9

=

.
HiHMAYIRII A BT E =]

BMNRFRUIMHABTEMRERZARHNITARKR BRI S HEZEN ( Code of Ethics for
Professional Accountants ) #lERIE m;cfk CIZENZEIEILE C BN - TWEENMEE - REMERWTT
AWERRN Z £ - BT ASEBEEREZKEZEZESH 1 (International Standard on Quality Control
1)  HEHEFZENREEHER  BEFTEEEEXR - TWREMER AR EMERN S ERNBERAT
2R -

HitMRSEE

BNOIRTZ2ENTELETFREM X BICA HEBRNEXRREIE - BRIREEMRFIHFSEIEANESS
RMWEREIEWSENSE 3000 5 "FLYFERE T FLEGXIFIEUENS" WIERIT VT EUETAE - IE
ENEKRBNNH A RTHENNFEHZFLEIFIEER S EMNERRANENSERIE - 815 :

(1) THRBJCASSLIEPEMBRSIE - 83 SSLIERAM - BEMABH - 7 7 # BICA INEMEBRLEALL
225/ E CA/Browser ICITRIEMNEX ;

() EFENSWSBRIEREET 7FTKERN SSLIEREmBIRER ;

(3) MEFNELESEN TR BEYE ; DR

(4) WETEHMRIMAANENEITERERS -

AABE - HABRRIEREZR D ~ E30 - AARSIMSICRME 7 &4t -

EHAEN

BICA FAERERINBM MM ERMY - REX AP RARKET5RIES] XL I == £ R0 - BUR T 1265
WHEEERUREMEFET S MR MERKBTNER - F1FREN R RKE 77 AR ERIN B
FAT AL TAE -

& A PR

BT NEMERIA A SRR - BJCA HE LB KRIBEACIRESRRIFND - AId « IZEHISJRERARIFAES - &

AE
AR - 555 - NRANEBRRENLD - ERAINERFIENMERZEK - IEo - KLAIZ(ETIAE
SEMANEREEFRNENSENE -

F 28 H8H
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FA1AR - BJCA T 2020 F£3 B 10 HZE 2021 £ 3 B 9 HHAEMEFIAERIZNEEM BNEEMBEKRS
EF & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security
v2.4.1 -

KR EFABIEETEE WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with
Network Security v2.4.1 SN E4mERR - st ERIZF X BICA RSB EEMASR -

X Webtrust ¥riRA9{EF

£ BJCA W5 £/Y WebTrust SSLBR B FINERRZ A RERNBHN—FF SRR - BHAAZEN 7T HANBIAN
EXARENEFHRETE LRI -
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PR A
AEEREANBTENEASIERI =0T
. SHA256
Subject DN Key Type Signature Key Size | Subject Key SHAL Cert|f.|cate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints Signed by
F3896F88FE7C
CSEFEDCCD88|DSEC8D7BACB|0A882766A7F
CN = BICA Global Root CAT _ |D21C648E4E3 |A7IFAETEBCB |AGAD2749FB5 | BJCA Global
(C):gi” ING CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsin7142£a7169 l9DEBAE77831 [7A7F3E98FB76| Root CAL
3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSLCAT o _ ID098F5B5ES9 [7DF3EC60248 |A395C4A4BDS| BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA 2048t 1o oo | 1atFoB0786 ATB902EAAD | Root CAL
C=CN 5DC6SEBB  |3D38CB2  [36792825F846
BBD76917
0A6BC3E2024
979E3DDEGF6 [0A22BC3871D |AC462F5D72B
gszBEIJJICI\?GOé/EZSTII_FT?;TE AUTHORITY Signing Key | sha256RSA 2048 bitg 0| DACFIB481402BDDABCDIEA36AEGTDO3 | BICA Global
8980BE268DD BOEA46969F3E3978EASDDB6| Root CAL
C=CN D69CD7B  MODCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 |F3A3A37BDFA
CN = BJCAIVSSLCAT o _ |BDD34AC2D2 1422418E28FAE[BEAOC64108C | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA R04BDits o) oo ara36E 7B83CD6C204 | Roct CAL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
B408D6C8209
ODBCSF111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT |0C205422C38 [8209FE368647|48C5B494459 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA 048Dt oo oo e 1 agorss0UCO8T134F36 | Root CAL
C=CN AF231CF 1FB30 C5BES8D74FA
34759D91
B6352ACCT1E
o 42B1C3B38CC [B4C6AOSEOF6 [CCCFE449023
CN = BJCAEV Code Signing CAT o  18881366A44A 46876C6E567 |D8BC3C03808 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 ity = eocBT | Reot CAL
C=CN BB35BOD  |D4A4411 C33DD5017FE
95852AECA
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47D98649B0A
o OC4AEE56B17 [CCC406B5CBC|BEIFS8CS596BE
CN = BICA Code Signing CAT .  |CA0E52715104C3ECCT3ACAS BDI5AF33163 | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bits e o0 (00S06E156CT9 Ruot CAL
C=CN ESED1D 187739A  |68E39CI5AES
3BD70D5
245B753A631
. 234C1318B9C 64D 1D686B88 [DD7A5A5B0D
CN = BJCA TimeStamp CAT o  |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048, o oo |t 105AB4 [OCTATCO3DT1| Root CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
, BAGDE37E301 |52FDCAACF3B|COFA948CF45
CN = BJCA Generic CA1 o  |FFBEF4147C92/8D86CD9A172(018E48DEFBS | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 blts436694D4ED2 OA929D6EAFS 396C4026903 | Root CAL
C=CN 709BCF D2FFA1F BC19FE4F9155
2DFF4DCY
574DF6931E2
D24AB1517F0 |F42786EB6EBS[78039667B720
CN = BICA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDC1600FC2 | BJCA Global
O = BENING CERTIFICATE AUTHORITY RootKey  |sha384ECDSA 38abits | o oo T 25300 7866003092 | Reot CAs
C=CN D4BOYT AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 925377774599[1270FD12006
CN = BICAEV SSLCA2 o _ 030533996499|ACA7417523D [6BBDF26223E | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits - CFDE6F7A96 |B15E8ASESEC 16953CADBSFA| Root CA2
C=CN EFA787 30E6C2 7EAT97EAFSB
F8343B25
3A1A4BD6AG2
CA1C62CFES1 387EBE6C0015468578DBCIT
CN = BICAOV'SSL CA2 o _ |50616C7FE01BEA74BIEF4269DC24705B276 | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | o oo o 0 ABs7CC15568 | Root CAS
c=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302
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DF9F41114DC
6B39D730F3D [07C381DFC16 |[ADC30784E40
CN = BICAIVSSLCA2 o _ 18570AA47F74 [F3CC389F4628FEF7DGEE63 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | 0o oADCA AOBETAGIDE | Root CAS
C=CN 212FOE3 112C33 5737E88FAT11
8671505E
3F5CB1531CB
DE37D665C8F [BA0866235B8 [1223AABFB70
CN = BICADVSSLCAZ o _ |CAF8063B2B9 [CA2DAE7E564(872DC43D2D | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 26B06E75E1505DEB0664BB [D6CC3D2823E| Root CA2
C=CN 37A25D 67ADDAC  |96BAS8A9F8A
7EC0265946
E97960ATA17
o EFB3DD847B2 [6AEF68099484/40CAD61DOE
CN = BJCAEV Code Signing CA2 o _ [69B4439CF60 [1CAF84F1C89 [D6ASBDBE4EI| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA | 256 bits | o021 035 14601 1E6EBDE | Root A2
C=CN F7B5836  |FFE6EC 093D668ABIB
BOO4F78BB3
FC6C124D84F
o 1BOA1719C7D [C19E2F1F9154 7EDFFOOFOEEF
CN = BJCA Code Signing CA2 o _ |94CE62343BB [sCF2FOFFBI97|6FE54E832114| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | - o™ L ATADTIE07S | Reot CAD
C=CN 68916FB A031B 932A6FF03D6
E575AAB
353D175D25D
. F61EF80F24B8 |A85F45588C2 [53E850FF3362
CN = BICA TimeStamp CA2 o _ [785FD2D39FA [B58D7F6F44C [71E1A7CODCO| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | 0 | e T2ARBE0092B | Ret cAs
C=CN 62EC83 5195B89 CAB6B9IBC39E
OFABAE09
BACDCF2F4A1
_ E3E3802981D [B5039623282F[141CFEG04F7
CN = BJCA Generic CA2 o _ |2E3E845B7F7 [SFCA39D83D5|D50627C96F8 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits [ o b BB B2AABISCID3 Root Ao
C=CN BAE203E SAEEAB B7A4ABB2461
5DB157D17
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AAAQ4877335
746FBA42408 [3ECFEB8BI2CFI0488832AABD
CN = BJCA Global Root CA3 008EAS5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bits968ADDBF840 1887C065AD4 8BB2773DD85|  Root CA3
C=CN 583D2DF 6BE798 1AB3C4F6F1D
DF9F3777B
2OF06D387FB
_ C388COF9798 |57ED82AF334 [129121713B4E
CN = BJCA Docsign CA3 o  |5D4883F9F99 [8C76BF136357[F93A82A436F | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 b|‘csC5CES41371A 5DEASF32E928D9E615233A3 | Root CA3
C=CN SODSFDO (72704 C444891CDAC
B95D5ECT
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AR hRAR R A
LR AR AR A S BRIIE (A 22 B8 TR S5 R 1.03 20214 1H20H
LB I IERE D PR T BRI EAR S TG S5 U 1.0.2 202043 H 6 H
JEFEF VIR R AR B2 BRE (R S 0IE 15 1.03 202141 H 20 H
JEF ST YRS B IR AN S BRI Zif 5 SRS 1.0.2 202043 H 6 H
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https://www.bjca.cn/CPS
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BJCA B FINERRSHNEEM BINERS
(APXRERFSE - EXNESRERE )

EREANERHBERAT (L‘X‘Ff’aﬂh " BJCA" ) iIZERBAINERSNM (LUFER "CA" - xR A JJz=
7 CA FrElfERORIEBANPRILS ) HEE FINIEARSS -

BICA EXEEX IR HAIEFINERSSAW SN E RIEGHTIEE - BT - BJICA BERAAN - &
2020 £ 3 B 10 HZ 2021 £ 3 B 9 A7 BJCA EREIERIEM CA BRSHE - BICAE :

o EMMR B FERIERBEANERNBERASTIANEAE ZEBFIANEWSHN (CPS ) MIERE
FINERDBRASNIANEAFRIEHBRES (CP ) IKE 7 SSLUEBEam AR SN - EfEH
81 CA/Browser 1EIZRIAARIES IR SSLAEHARSS - FRIEREAI W SN IE FAERR

&)¢

o BIUBREHINE - DIRHETSERIL
BIuFRIFPAEENZHATF SSLIEBEEmBEHPNTEY ; UK

T BJCA AT TROEMRIFIE S EE SSLIEBFIBFENER
o BIUBRUEHINE - DIRENTSERKIL

X CA AGTRIEIRAVZEMNYIERO MR TN DA ;
RIESEZHMEPERRENESY | UK
o CA R K - EFHNRESREIARNRNANNIT - DR CA 288057

o BEBREHNG - LRHESEMRILARFIS CA/Browser IEImAMNMERIEBRALE
AT

+

PI#F& WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security v2.4.1 -

BB B %h / 2"§
TR FINERR D B BRA S [S b
hE AR AR X JL IR 68

2021 5A 11 H
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https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
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MR A

RNERSANEENEHRSIERIEMH:

- SHA256
Subject DN Key Type Signature Key Size | Subject Key SHAL Certlf'lcate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints Signed by
F3896F88FE7C
CSEFEDCCD88|D5SEC8D7BACB|0A882766A7F
CN = BICA Global Root CAT  |D21C648E4E3 |A79FAETESCB |AGAD2749FB5 | BICA Global
S:SEJUING CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsin7142£a7169 l9DEBAE77831 [7A7F3E98FB76| Root CAL
3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
B8DOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BICAEVSSL CAT o _ ID098F5B5ES9 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA 2048t o\ oo | 1arroB0786 ATBS02EAAD | Root CAL
C=CN SDC68EBB  [3D38CB2  [36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 0A22BC3871D AC462F5D72B
gN==BEBIJJICI\?GO(\i/E§I'IIFCI?;TE AUTHORITY Signing Key | sha2S6RSA 2048 bitd 0| D/ 9848 [1402BDDABCDIEASBAEGTDO3 | BICA Global
8980BE268DD BOEA46969F3E3978EASDDB6| Root CAL
C=CN D69CD7B  4ODCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
gN:BEIJ“CSC_:\/CESF’{LTICF?SATE AUTHORITY Signing Key | sha2S6RSA. 2048 | 11 [BDD34AC2D2 (122418E2BFAE BEAOC64108C | BICA Global
OF394C6EE1BIR55F98F9436E [7B83CD6C204| Root CAL
C=CN B526036 IAE49B DESFF178A3EE
SFEOCAES
B408D6C8209
0DBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT o _ 10C205422C38 [8209FE36864748C5B494459 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | Sha256RSA 2048 Ditl, oo o ke acoa8oES504CO81134F36 | Root CAL
C=CN AF231CF 1FB30 CSBESSD74FA
34759D91
B6352ACC11E
o 42B1C3B38CC [BAC6AOSEOF6 [CCCFE449023
CN = BICAEV Code Signing CA1 o _ |8881366A44A 46876C6E567 [D8BC3C03808 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA |2048 bits FSA664359C9 |D3C3EES74DDPDET8829CB7 | Root CAL
C=CN BB35BOD  |D4A4411 C33DD5017FE
95852AECA




@ S

47D98649B0A
o 0C4AEE56B17 (CCCA06B5CBC|BEOF8C8596BE
CN = BJCA Code Signing CAT . |c40E52715104/C3ECC73ACAS|BDI5AF33163 | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 blts|EC71D1DE3|E0 ESA1737A9E0 [00506E156C19| Root CAL
C=CN ESEDTD 187739A 68E39C95AES
3BD70D5
245B753A631
‘ 234C1318B9C [64D1D686B88 [DD7A5A5B0D
CN = BICA TimeStamp CAT o _ ID20E7DF1337 |A70B2784E43F3E6DFECA459 | BJCA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA [2048bitsle oo e Lo 05ABA BCTATC3D71| Rt CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
19DOFE660DB
, BAGDE37E301 [52FDCAACF3B|COFA948CF45
CN = BJCA Generic CA1 o _ [FFBEF4147C92/8D86CD9A172|918E48DEFBS | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2SERSA 2048 bits) -0 0l GEARS 39604026903 | Rt CAL
C=CN 709BCF D2FF41F BC19FE4F9155
2DFF4DCY
574DF6931E2
D24AB1517F0 |F42786EB6EBS[78039667B720
CN = BJCA Global Root CA2 _ |6FOD1821F4E66D88316702F |AFDC1600FC2 | BIJCA Global
O = BEUING CERTIFICATE AUTHORITY RootKey |sha384ECDSA | 384bits | o) poarug [BBAGEA45300 [7EBE6DD3092| Root CA2
C=CN D4BO9T AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 (925377774599|1270FD12006
CN = BICAEV'SSL CA2 o ~ 1030533996499|ACA7417523D [6BBDF26223E | BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | - e0sacaDBarA | Reot CAs
C=CN EFA787 30E6C2 7EA197EAFSB
F8343B25
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CN = BICA TimeStamp CA2 o _ |[785FD2D39FA [B58D7F6F44C [71E1A7CODCO| BICA Global
O = BEUING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits |, o0 o | o ASCa TIAFBEO092B | Roct CAs
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O = BEUING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 bits o kot ac oot or6152333 | Roce cas
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